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Felicitari! Daca va aflati in aceasta etapa, inseamna ca ati intrat Tn posesia unui certificat
digital emis de certSIGN si doriti sa beneficiati de toate avantajele utilizarii lui.
Acest ghid se adreseaza tuturor posesorilor de certificate digitale emise de Autoritatea de
Certificare a certSIGN si contine pasii ce trebuie urmati pentru o primd utilizare cu
succes a certificatului digital achizitionat.
In cazul in care intAmpinati dificultiti privind instalarea acestuia sau orice alti problema
de ordin tehnic, departamentul nostru de suport va sta la dispozitie:

v' Telefon: 0311.509.111 sau 021.311.99.08

v E-mail: suport@certsign.ro.
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1. ldentificarea dispozitivului criptografic (obligatoriu)

1.1.Aladdin eToken Pro
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e-mail: office@certsign.ro
www.certsign.ro

In cazul in care dispozitival dumneavoastra criptografic este identic cu cel din

imaginea de mai jos, acest dispozitiv este un token Aladdin eToken Pro pentru

care este necesara instalarea aplicatiei PKI Client 5.1-SP1. Pasii necesari

instalarii acestei aplicatii se regasesc la punctul 2.2.

Figura 1 Dispozitiv criptografic Aladdin eToken Pro

1.2 .SafeNet iKey 2032

In cazul in care dispozitivul dumneavoastri criptografic este identic cu unul din

dispozitivele din imaginea de mai jos, acest dispozitiv este un token SafeNet i Key

2032 pentru care este necesara instalarea aplicatiei SafeNet Borderless Security

PK Client. Pasii necesari instalarii acestei aplicatii se regasesc la punctul 2.3.

Figura 2 Dispozitive criptografice SafeNet iKey 2032
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1.3.0berthur Cosmo64

Tn cazul n care dispozitivul dumneavoastra criptografic este identic cu cel din
imaginea de mai jos, acest dispozitiv este un token OberthurCosmo64 pentru
care este necesarda instalarea aplicatiei AuthentlC Manager. Pasii necesari

instalarii acestei aplicatii precum si a driverelor se regasesc la punctul 2.4

Figura 3 Dispozitiv criptografic Oberthur Cosmo64
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2. Instalarea dispozitivului criptografic (obligatoriu)
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Pentru a putea utiliza certificatul dumneavoastrd trebuie sa instalati dispozitivul

criptografic pe care aveti generate atdt cheile cat si certificatul. Driverele necesare

dispozitivului sunt localizate pe CD-ul primit de la certSIGN.

Pentru instalarea driverelor va rugadm sa urmati pasii de mai jos

2.1.1dentificarea tipului sistemului de operare

e Pentru a verifica tipul sistemului dumneavoastra de operare efectuati click pe

Start si apoi click dreapta pe My Computer (Windows XP) sau pe

Computer (Windows Vista). Efectuati click pe Properties si in fereastra

System Properties, verificati informatiile din campul System (Windows XP),

respectiv System Type (Windows Vista), intocmai ca Tn imaginile de mai jos.

System Properties E\fg\

e

System Fiestore
| Computer Name

Automatic Updates Remote

Hardware Adwanced

M
Ll/u(

System:
Microsoft Windows =P
Professional
Wersion 2002
Service Pack 2

Registersd ta:
Computer
Computer
B6274-640-1319437-23057

Computer
Intel{R)
Pentium{R) 4 CPU 2.80GHz
2.79 GHz, 256 ME of RAM

System Properties @@
o System Restore Automatic Updates Remote
General Computer Name. Hardware Advanced |
System:
Microsoft Windows XP
= Professional x64 Edition
. 'U Version 2002
L' / - Service Pack 2
- - | Registered to:
T — Computer
Computer
55274-640-1319437-23057
Computer:
Intel(R)
Pentium(R) 4 CPU 2.80GHz
2.79 GHz, 256 MB of RAM

Figura 4 Microsoft Windows XP 32 biti Figura 5 Microsoft Windows XP 64 biti
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View basic information about your computer View basic information about your computer
Windows edition Windows edition

Windows Vista™ Ultimate Windows Vista™ Ultimate

Copyright @ 2007 Microsoft Corperation. All rights reserved. Copyright @ 2007 Microsoft Corperation. All rights reserved.

Service Pack 1 Service Pack 1
System System

Manufacturer: Lencve Manufacturer: Lenovo

Model: Lenove Computer Model: Lenove Computer

Rating: Rating:

Processer: Intel(R) Pentium(R) 4 CPU 2.80GHz 2.79 GHz Processer: Intel(R) Pentium(R) 4 CPU 2.80GHz 2.79 GHz

Memory (RAM): 3.00GB Memory (RAM): 3.00GB

System type: 32-bit Operating System System type: 64-bit Operating System
Computer name, domain, and workgroup settings Computer name, domain, and workgroup settings

Computer name: Computer Computer name: Computer

Full computer name: Computer Full computer name: Computer

Computer description: Computer description:

Workgroup: WORKGROUP Workgroup: WORKGROUP
Windows activation Windows activation

Windows is activated Windows is activated

Preduct ID: 89733-0EM-7373332-73331 @Change product key Preduct ID: 89733-0EM-7373332-73331 @Change product key

Figura 6 Microsoft Windows Vista 32 biti ~ Figura 7 Microsoft Windows Vista 64 biti
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2.2 .Instalarea dispozitivului criptografic Aladdin e Token Pro

e In functie de tipul sistemului dumneavoastra de operare: x32 biti sau x64 biti
este necesard instalarea aplicatiei corespunzatoare: PKIClient-x32-5.1-
SP1.msi pentru sistemul de operare pe 32 de biti, respectiv PKIClient-x64-
5.1-SP1.msi pentru sistemul de operare pe 64 de biti.

e Accesati directorul de pe CD unde sunt localizate driverele: <CDROM
Drive>:\Aladdin

e In functie de sistemul dumneavoastra de operare efectuati dublu click pe
PKIClient-x32-5.1-SP1.msi (pentru Windows XP/Windows Vista/Windows
7 pe 32 de biti) sau pe PKIClient-x64-5.1-SP1.msi (pentru Windows
XP/Windows Vista/Windows 7 pe 64 de biti).

e In fereastra eToken PKI Client 5.1 SP1 Setup, efectuati click pe butonul

Next, Tntocmai ca Tn imaginea de mai jos.

i eToken PKI Client 5.1 SP1 Setup

eToken ~ '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup Wizard will install eToken PKI Client
5.1 SP1 on your computer.

eToken

PKl..

[ Next> | [ Cancel ]

e Infereastra urmatoare efectuati click pe butonul Next.
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Ready to Install the Application

! eTOT( en Select the language for eToken PKI Client.

Select eToken PK| Client interface language:

English v

Click Next to begin installation.

< Back t Nest > i Cancel

e In fereastra urmitoare selectati | accept the license agreement si efectuati

click pe butonul Next.

i& eToken PKI Client 5.1 SP1 Setup

End-User License Agreement

! eTO‘T(e n Please read the following license agreement carefully.
X . '

ALADDIN KNOWLEDGE SYSTEMS LTD.
eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING
THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTERPRISE PRODUCTS (including without
limitation, libraries, utilities, diskettes, CD-ROM, eToken™ keys and the
srcamnanaing fachnical ‘dammentatinn) Thevsmafrar WDeadinet QHTDPETRTY &

(® | accept the license agreement

O | do not accept the license agreement

[ <Back || Nemt> | [ Cancel ]

e In fereastra urmatoare efectuati click pe butonul Next.
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i eToken PKI Client 5.1 SP1 Setup

Destination Folder

! eTOT(e n Select a folder where the application will be installed.

Setup will install the eToken PKI Client 5.1 SP1 files in the following folder.
To install in a different folder, click Browse and navigate to the required folder.

‘You can choose hot to install eToken PKI Client 5.1 SP1 by clicking Cancel to exit the
Setup.

Destination Folder

C:\Program Files\Aladdin\eT oken'

[ <Back || Nemt> | [ Cancel ]

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e In fereastra urmitoare finalizati instalarea efectudnd click pe butonul Finish.

i eToken PKI Client 5.1 SP1 Setup

eToken o

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finish to exit Setup.

eToken

PKls:

Lancel

certSIGN 10
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2.3.Instalarea dispozitivului criptografic SafeNet iKey 2032

e Accesafi directorul de pe CD unde sunt localizate driverele: <CDROM
Drive>:\SafeNet\SafeNet72

e Efectuati dublu click pe Safenet72.msi.

e In fereastra nou deschisa, SafeNet Borderless Security PK Client efectuati
click pe butonul Next, intocmai ca in imaginea de mai jos.

i SafeNet Borderless Security PK Client - InstallShield Wizard X

Welcome to the InstallShield Wizard for
SafeNet Borderless Security PK Client

The InstallShield{R) Wizard will install SafeNet Borderless
Security PK Client on your computer, To continue, click Next.

Continuing the installation may disable Fast User Switching and
replace the Windows welcome screen.

WARNING: This program is protected by copyright law and
international treaties.

< Back | Mext> | [ Cancel ]

Ready to Install the Program \ ‘
The wizard is ready to begin installation. ‘

Click Install to begin the installation.

[ <Back || Instal | [ Cancel ]
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e In fereastra urmatoare finalizati instalarea efectuand click pe butonul Finish.

i SafeNet Borderless Security PK Client - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SafeMet
Borderless Security PK Client, Click Finish to exit the wizard.

e Salvati fisierele aflate in lucru si inchideti toate aplicatiile si ferestrele active,

apoi efectuati click pe butonul Yes pentru a restarta sistemul.

i SafeNet Borderless Security PK Client Installer I... /3%

/" ‘You must restart your system for the configuration

yauA changes made to SafeNet Borderless Security PK Client
to take effect. Click Yes to restart now or No if you
plan to restart later.

2.4 Instalarea dispozitivului criptografic Oberthur
e Accesati directorul de pe CD unde sunt localizate driverele: <CDROM
Drive>:\Oberthur\driver v.3.3.3
e In functie de versiunea sistemului dumneavoastra de operare accesasi unul din
subdirectoarele: win2K3, winVISTA, winVISTA x64 sau winXP.
e Executati dublu-click pe fisierul 1d-One Token Driver 3.3.3.msi

e Infereastra care se deschide apasati butonul Next

certSIGN 12 Operator de date cu caracter personal
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i Id-One Token Driver 3.3.3 - InstallShield Wizard

Welcome!

This willl install the Id-One Token Driver 3.3.3 on your
computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties.

< Back [ Thext> | [ cancel |

e Infereastra de mai jos selectati “I accept the terms in the license agreement”
si apoi apasasi butonul Next

i Id-One Token Driver 3.3.3 - InstaliShield Wizard

End-User License Agreement for Oberthur Technologies Software

Please read the following license agreement carefully before completing the

installation process and using the software. You must accept the agreement to
continue the installation,

ID-One Token Software Driver End User License Agreement

Welcome to Set Up for ID-One Token Software Driver.
Please read the following license agreement carefully
hefore completing the installation process and using the

software. You must accept the agreement to continue the
installation.

THIS ID-ONE TOKEN SOFTWARE DRIVER END USER LICENSE
AGREEMENT ("EULA™) IS A LEGAL AGREEMENT BETWEEN YOU
(EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND OBERTHUR

M

(&1 accept the terms in the license agreement

(O1do not accept the terms in the license agreement

[ < Back ] I Next> | [ Cancel ]

certSIGN
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e In urmatoarea fereastra se afiseazd locatia in care se va instala aplicatia.

Pentru continuare apasati butonul Next

i Id-One Token Driver 3.3.3 - InstaliShield Wizard

Destination Folder

Click Next to install to this folder, or click Change to install to a different Folder.,

(G Install Id-One Token Driver 3.3.3 to:
C:\Program Files\Oberthur Technologies\ID One Token Driver
Software), =

[ <gack |} Mext> | [ Cancel ]

e Pentru aincepe instalarea executati click pe butonul Install in fereastra de mai

jos.

i Id-One Token Driver 3.3.3 - InstaliShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of yvour installation settings, click Back. Click Cancel to
exit the wizard.

[ <gack || Install | [ Cancel ]

e Pentru finalizare instalarii apasati butonul Finish.

certSIGN
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i 1d-One Token Driver 3.3.3 - InstaliShield Wizard

‘You can now plug in your Oberthur Card Systems ID-One
Token.Click Finish to exit.

< Back E|n|sh el

e 1n continuare vom parcurge procedura de instalare a aplicatiei de administrare
pentru dispozitivul Oberthur. Accesati directorul de pe CD:
<CDROM Drive>:\Oberthur\AuthentlC Web Pack v.4.3

e Executati dublu-click pe fisierul AuthentlC Webpack v4.3

e Infereastra care se deschide apasati butonul Next.

i AuthentIC Webpack v4.3 - InstallShield Wizard

i
Welcome to the InstallShield Wizard for

AuthentIC Webpack v4.3

- The InstallShield(R) Wizard will install AuthentIC Webpack v4.3
- on your computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

i [ Cancel

e In urmitoarea fereastra selectati “l accept the terms in the license agreement”

si apoi apasasi butonul Next.
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License Agreement

Please read the following license agreement carefully.

AuthentIC Web Pack Software End User License Agreement ~

Welcome to Set Up for AuthentIC Webh Pack.

Please read the following license agreement carefully
hefore completing the installation process and using the
software. You must accept the agreement to continue the
installation.

THIS AUTHENTIC WEE PACK SOFTWARE END USER LICENSE
AGREEMENT ("EULA™) IS A LEGAL AGREEMENT BETWEEN YOU

(TTTUET AR TRIMTUTRITAT AN 3 STRAT T TRITTTWY  AWND ADTNTUIM

(D1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

Install

[ <Back || MNext> | [ Cancel ]

e In urmitoarea fereastra se afiseazd locatia in care se va instala aplicatia.
Pentru continuare apasati butonul Next

i AuthentIC Webpack v4.3 - InstallShield Wizard

Destination Folder

Click Mext ta install to this folder, or click Change to install to a different

= Install AuthentIC Webpack v4.3 to:

C:\Program FilesiOberthur Technologies\AuthentIC Webpack),

[ <Back || Mext> | [ Cancel ]

e In fereastra urmitoare lisati optiunea implicita Complete

certSIGN 16 Operator de date cu caracter personal
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i AuthentIC Webpack v4.3 - InstallShield Wizard
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Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

(® complete
All program features will be installed. (Requires the most disk
space.)

O Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

[ <Back || MNext> | [ Cancel ]

e Inurmitoarea fereastrd apasati butonul Install pentru a Tncepe instalarea.

i AuthentIC Webpack v4.3 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation,

If you want to review or change any of vour installation settings, click Back. Click Cancel to
exit the wizard,

[ <Back || Instal | [ Cancel ]

e Pentruafinaliza instalarea apasati butonul Finish in urmatoarea fereastra.
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i AuthentIC Webpack v4.3 - InstallShield Wizard

 InstallShield Wizard Completed

. The InstallShield Wizard has successfully installed AuthentIC
‘Webpack v4.3. Click Finish to exit the wizard.

Cancel
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3. Accesarea dispoztivului si schimbarea codului PIN (recomandat)

Pentru a accesa dispozitivul dumneavoastra criptografic aveti nevoie de un cod PIN.
Acest cod PIN este tiparit pe scrisoarea primita de la certSIGN in plic, Tn cdmpul numit
Codul PIN aferent dispozitivului dumneavoastri criptografic.

Se recomanda schimbarea acestui cod PIN imediat ce intrati in posesia dispozitivului.

3.1.Schimbarea codului PIN pentru dispozitivul criptografic Aladdin e Token Pro
e Conectati dispozitivul criptografic Aladdin eToken Pro la portul USB.
e Efectuati click pe Start, All Programs, eToken, eToken PKI Client si apoi
pe eToken Properties.
e Infereastra eToken PKI Client Properties efectuati click pe butonul Change

eToken Password.

= eToken PKI Client Properties
=i 1
Pé G A
@ 6 i 2
&
\-__’ certsIGN e
s Rename eToken
m\@ Change eToken Password
\/ » X Unlock eToken
Q Clear eToken
o View eToken Info
Disconnect eToken Yirtual
NV L
Aladdin
certSIGN 19 Operator de date cu caracter personal
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e In fereastra Change Password introduceti parola curenti a dispozitivului (cea
din scrisoarea primita de la certSIGN, din campul numit Codul PIN aferent
dispozitivului dumneavoastra criptografic), in campul Current eToken
Password si apoi introduceti noua parola, ce trebuie sa intruneasca cerintele
unei parole complexe (minim 6 caractere, litere mari si litere mici, cifre si
caractere speciale) Tn cadmpul New eToken Password. Tn campul Confirm
New eToken Password introduceti din nou aceasta noud parola si apoi

efectuati click pe butonul OK.

= Change Password: certSIGN @

Change Password eTOéi( e n

Current eToken Password: } [ W

New eToken Password: iﬁ‘

Confirm New eToken Password: ir;uouul l [ - - ) 100%

Q
D Passwvord must meet token defined complexity requirements.

Current Language: EN

1 OK | Cancel

ATENTIE!
Dispozitivul criptografic dispune de un mecanism de autoblocare n cazul introducerii
succesive a 15 coduri PIN-uri gresite. Dupa blocare, informatiile din dispozitiv
(cheile criptografice) nu mai pot fi utilizate. Dispozitivul nu dispune de un mecanism
de deblocare si drept urmare informatiile blocate sunt irecuperabile.

e In fereastra urmatoare efectuati click pe butonul OK.

= Change Password

Password changed successfully

OK

certSIGN 20 Operator de date cu caracter personal
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e Conectati dispozitivul criptografic SafeNet iKey 2032 la portul USB.

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e Efectuati click pe Start, All Programs, SafeNet, Borderless Security PK si

apoi pe SafeNet CHIP Utilities.

e In fereastra CIP Utilities, efectuati click dreapta pe slot-ul activ si apoi

efectuati click pe butonul Change PIN, intocmai ca in imaginea de mai jos.

[® CIP Utilities
File View Options Help

5 K| 2

SafeNet, Inc.

Login ...

Test Token ...
Library Yersion

Display

=) slot 10 - aKS ifdh 0 (Mot Logged In)
&) slot 11 - aks ifdh 1 (Mot Logged In)
=) slot 12 - AKS YR 0 (Not Logged In)

Import PKCS#12 File ...

Import Certificate from System ...

erl
2 o I
= slot 14 Change Label ...
= slot 15+ Change Inactivity Timer ...
S slot 16+ Initialize Token ...

»

4525bE
14825b
(Mot Le
(Mot Lc
(Mot Le

<
Login Status: User Not Logged In

Reader: Rainbow PCSC
{Rainbow Technologies
iReyVirtualReader 0)

Status: Not Logged In

Token Overview

Serial Number: 90227800
Label: 90227800
Vendor: *Rainbow
Tech.
Manufacture Date: 04/13/2006
Free Memory: 29712

NUM

e In fereastra Change PIN introduceti parola curenti a dispozitivului (cea din

scrisoarea primita de la certSIGN, din campul numit Codul PIN aferent

dispozitivului dumneavoastra criptografic), Tn campul

old PIN si

introduceti noua parold, ce trebuie sd intruneascd cerintele unei parole

complexe (minim 6 caractere, litere mari si litere mici, cifre §i caractere

speciale) Tn cAmpul New PIN. Tn campul Reenter New PIN introduceti din

nou aceasta noud parola si apoi efectuati click pe butonul OK.

certSIGN
Securitatea tranzactiilor tale online.
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j 90227800 1
Old PIN I
New PIN I xxxxxx
Reenter New PIN I xxxxxx
OK | Cancel
ATENTIE!

Dispozitivul criptografic dispune de un mecanism de autoblocare Tn cazul introducerii
succesive a 10 coduri PIN-uri gresite. Dupad blocare, informatiile din dispozitiv
(cheile criptografice) nu mai pot fi utilizate. Dispozitivul nu dispune de un mecanism

de deblocare si drept urmare informatiile blocate sunt irecuperabile.

3.3.Schimbarea codului PIN pentru dispozitivul criptografic Oberthur
e Conectati dispozitivul criptografic Oberthur la portul USB.
e Accesati aplicatia AuthentlC Manager din: Start -> Programs -> AuthentIC
Webpack v4 -> AuthentlC Manager.
e In fereastra care se deschide introduceti codul PIN aferent dispozitivului si
apasati butonul Log In.

i& AuthentIC Manager
Information Passphrasel

' \  Enter Passphrase -
To use your keys, you must log into the smart card

with your passphrase. Ensure that you type it
correctly; otherwise, your smart card may be locked.

Enter your passphrase:

certSIGN 22 Operator de date cu caracter personal
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e Dupid autentificarea cu succes la dispozitiv executati click pe tab-ul

I Soseaua Oltenitei Nr. 107A Tel.: (40) 21 311 99 04
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Passphrase

e In tab-ul Passphrase introduceti parola curenti a dispozitivului (cea din
scrisoarea primitd de la certSIGN, din campul numit Codul PIN aferent
dispoztivului dumneavoastra criptografic), in cdmpul Current passphrase
si introduceti noua parola, ce trebuie sd intruneascad cerintele unei parole
complexe (minim 6 caractere, litere mari si litere mici, cifre si caractere
speciale) Tn cAmpul New passphrase. Tn campul Retype new passphrase
introduceti din nou aceastd noud parola si apoi efectuati click pe butonul
Change.

i AuthentIC Manager @

Information  Passphrase ] Browser |
' \\ Change Passphrase
| Current passphrase

New passphrase:

Retype new passphrase:

To change your passphrase, enter your current
passphrase and then choose a new one. Ensure that
you type your current passphrase correctly;
otherwise, it will be locked.

hethu Chr

e Fereastra de mai jos anunta schimbarea cu succes a PIN-ului.

Oberthur Technologies

\l) Your passphrase has been successfully changed.
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ATENTIE!
Dispozitivul criptografic dispune de un mecanism de autoblocare in cazul introducerii
succesive a 15 coduri PIN gresite. Dupa blocare, informatiile din dispozitiv (cheile
criptografice) nu mai pot fi utilizate. Dispozitivul nu dispune de un mecanism de

deblocare si drept urmare informatiile blocate sunt irecuperabile.

4. Instalarea certificatului in Internet Explorer (optional)

Dupa introducerea dispozitivului in portul USB certificatul dumneavoastra se va importa
automat in sistemul de operare. Browser-ul Internet Explorer utilizeaza modulul
criptografic si certificatele instalate in sistem fara a fi necesara importul acestora in
browser. Puteti verifica acest lucru prin parcurgerea pasilor de mai jos:

e Deschideti Internet Explorer.

e Din meniul efectuati click pe Tools si apoi pe Internet Options.

e In fereastra care se deschide selectati tab-ul Content si apoi efectuati click pe

butonul Certificates.
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Internet Options

| General || Security || F'rivacy| Content | Connections || Programs || Advanced|

Content Advizor

Certificates

Ratings help you control the Intemet content that can be
m wigwed on thiz computer.

% Use certificates to positively identify vourself, certification
@l authorities, and publishers.

Settings...

[ Clear 55L State H Certificates. .. H Publishers... ]

Perzonal infarmation

E’f and suggests matches for you,

personal information.

AutoComplete stares previous entries

Microsoft Profile Assistant stores your

AutoComplete...

My Profile...

[ ok

” Cancel ] Apply

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e In fereastra nou deschisa veti putea vizualiza in tab-ul Personal certificatul

dumneavoastra importat n sistem.

Certificates [g]

Intended purpose: I <all>

v

Personal ‘Other People || Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

Issued By
certSIGH Qualified CA...

Issued To

£ George S, Postelnicu

Expiratio... ~ Friendly Name

32512010

<Mone >

[ Import... ][ Export... ][ Remove

Certificate intended purposes

Client Authentication, Smart Card Logon, Secure Email

certSIGN 25
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5. Instalarea modulului criptografic Tn Mozilla Firefox (optional)

Spre deosebire de Internet Explorer care utilizeazd modulul instalat in sistem fara a
efectua operatiunea de import a acestuia in browser, in Mozilla Firefox modulul
criptografic trebuie importat manual.
Pentru a importa modulul criptografic in browser-ul Mozilla Firefox este necesara
parcurgerea pasilor de mai jos:

1. Deschideti Mozilla Firefox.

2. Din meniul principal selectati: Tools ->Options ->Advanced. In fereastra care se

deschide selectati tab-ul Security Devices.

Opticns @
Ii . : = il “ng‘ N S
J L | .;7}' gl w é e
Main Tabs Content  Applications  Privacy  Security = Advanced

General I Networkl Update | Encryption |

Protocols -

‘ [¥] UseSSL 3.0 [¥] UseTLS1.0

~ Certificates

When a server requests my personal certificate:

@) Select one automatically @): /

(View Certificate;] [F_{evocation Lists] [ Validation 1 [Securitx Devices

[ OK ][ Cancel ][ Help l

3. In fereastra care se deschide veti putea incirca modulul criptografic eToken.

Efectuati click pe butonul Load.

certSIGN 26 Operator de date cu caracter personal
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5

Device Manager

| Security Modules and Devices Details Value
| 4NSS Internal PKCS 11 Module

Generic Crypto Services

Software Security Device
4Builtin Roots Medule

Builtin Object Token

_—
[T T—
Enable EIPS

1. In fereastra care se deschide editati numele modulului: eTPKCS11 si efectuand

click pe butonul Browse selectati fisierul cu acelasi nume eTPKCS11.dll din

locatia C:\Windows\System32 si apoi efectuati click pe butonul OK.

@ Load PKC5=11 Device

Enter the information for the module you want to add.

Module Name:  eTPKCS11.dll

[=]'E &S

Module filename:  vs\System32\eTPKCS11.dll

| OK Jl Cancel I

Pentru celelalte tipuri de dispozitive consultati tabelul de mai jos pentru a gasi

numele fisierului PKCS11 corespunzator:

Dispozitiv Fisier PKCS11 ‘
Aladdin eToken C:\Windows\system32\etpkcs11.dll
SafeNet iKey 2032 C:\Windows\system32\dkck201.dlI
Oberthur Cosmo64 C:\Windows\system32\OCSCryptoki.dll

2. In fereastra care se deschide efectuati click pe butonul OK pentru a confirma
instalarea modulului criptografic.

certSIGN
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Confirm =z

Are you sure you want to install this security module?
Module Name: eTPKCS11
Path: C:\Windows\System32\eTPKCS11.dlI

certSIGN,

L OK I[ Cancel ]

3. Infereastra care se deschide efectuati click pe butonul OK.
Alert (=)

A new security module has been installed
] Y
LA

6. Instalarea certificatului in MozillaFirefox (optional)

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

Dupa instalarea modului criptografic in Mozilla Firefox, certificatul dvs. se va importa

automat in store-ul Your Certificates din Mozilla Firefox.
Puteti verifica acest lucru prin parcurgerea pasilor de mai jos:

1. Deschideti Mozilla Firefox.

2. Din meniul principal selectati: Tools -> Options -> Advanced si efectuati click pe

butonul View Certificates.

certSIGN 28
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Options ==

g l T &l

Main Tabs Content  Applications P;i'\._facy Security ~ Advanced

i

|
1

il 4]}
=

=

)

General | Networkl Update | Encryption I

- Protecols ‘

Use SSL 3.0 [¥] Use TLS1.0

Certificates
When a server requests my personal certificate:

() Select one automatically @ Ask me every time

EView Certificate;i [Bevocation Lis’(sl [ Validation ] [Securitx Devices

[ ok || concel || Hep |

3. In fereastra care se deschide introduceti PIN-ul dispozitivului criptografic si apoi

efectuati click pe butonul OK.
'Password Required

Q’ Please enter the master password for the eToken.

E OK i [ Cancel ]

4, In fereastra care se deschide veti putea vizualiza in tab-ul Your Certificates

certificatul dvs. importat in Mozilla Firefox.
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'@ Certificate Manager AE==(rcn ~<=
Vour Certificates | People | Servers | Authorities | Others|
You have certificates from these organizations that identify you:
Certificate Name Security Device Serial Number Expires On 2]
4 certSIGN
Postelnicu George eToken 20:06:05:16:70:04:01:0... 6/16/2009
View.. | Backup... \ [Bacl_(up All... ] [ Import... ] \ Delete..,

Atentie! Nu stergeti certificatul dumneavoastra din store-ul Your
Certificates din Mozilla Firefox.

Atentie! Prin stergerea certificatului dumneavoastra din store-ul Your
Certificates din Mozilla Firefox, veti sterge si certificatul si cheile aferente
acestuia de pe dispozitivul dumneavoastra criptografic, fapt ce va duce la
imposibilitatea de a genera semnaturda electronica si prin urmare va fi

necesara achizitionarea unui nou certificat digital.
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7. Instalarea certificatului autoritatii certSIGN ROOT CA in Mozilla Firefox
(optional)

Certificatul autoritatii certSIGN ROOT CA trebuie importat manual in browser-ul
Mozilla Firefox numai pentru versiunile mai vechi de 3.6.
Pentru aceasta parcurgeti pasii de mai jos:

1. Deschideti Mozilla Firefox.

2. Accesati link-ul http://mwww.certsign.ro/certcrl/root.crt

3. In fereastra care se deschide bifati cele trei check-box-uri (trust this CA to
identify websites, Trust this CA to identify email users, Trust this CA to identify

software developers) si apoi efectuati click pe butonul OK.
You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Certificate Authority (unnamed)” for the following purposes?
Trust this CA to identify web sites.

Trust this CA to identify email users,

Trust this CA to identify software developers,

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures {if available).

Examine CA certificate

oKk | [ Cancel ]
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Certificatul dumneavoastra face parte dintr-un lant de incredere compus din autoritati de

certificare certSIGN. Pentru a instala certificatele autoritatilor de certificare certSIGN

parcurgeti pasii de mai jos:

e Accesati directorul de pe CD-ul certSIGN unde sunt localizate certificatele:

<CDROM Drive>:\Certificates

e In directorul Certificates efectuati dublu click pe certSIGN Certificates

Installer.exe.

e In fereastra urmitoare efectuati click pe butonul Next, Tntocmai ca Tn

imaginea de mai jos.

Welcome to the InstallShield Wizard for
certSIGN Certificates Installer

The InstallShield® \Wizard will install cetSIGN Certificates
Installer on your computer. To continue, click Next.

Cancel

certSIGN Certificates Installer - InstaliShield Wizard X

e Infereastra nou aparuta, efectuati click pe butonul Next.

certSIGN 32
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certSIGN Certificates Installer - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

Setup will install centSIGN Certificates Installer in the following folder.

To install to this folder, click Next. Ta install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Files\certSIGN\Certificates Installer Browse...

Cancel |

e In fereastra urmitoare va asigurati ca optiunile: Install Certificates in System
Store si Install Certificates in User Store sunt bifate si apoi efectuati click
pe butonul Next, Tntocmai ca Tn imaginea de mai jos.

certSIGN Certificates Installer - InstallShield Wizard

Select Features
Select the features setup will install

Select the features you want to install, and deselect the features you do not want to install.

Install Cettificates in Spstem Store [~ Description-

Install Certificates in User Store Installs the centSIGN root CA
and intermediate C&
certificates in the system
stores.

0.00 MB of space required on the C drive
255.83 MB of space available on the C drive

hield

< Back | Next > I Cancel |

e In fereastra urmitoare finalizati instalarea efectuand click pe butonul Finish.
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certSIGN Certificates Installer - InstallShield Wizard
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InstallShield Wizard Complete

Setup has finished installing cetSIGN Certificates Installer on
your computer.

9. Utilizarea certificatului digital (obligatoriu)

Dispozitivul ce contine certificatul dumneavoastra calificat are un PIN ce protejeaza
accesul neautorizat la informatiile stocate pe dispozitiv. Pentru a utiliza certificatul
trebuie sa instalati o aplicatie software proiectatd in acest scop, de exemplu clickSIGN
trebui sa va autentificati introducand PIN-ul corect.

Puteti semna electronic folosind aplicatia Adobe Reader si formulare pdf ce contin
campuri de semnaturd (un exemplu de astfel de formulare il reprezinta declaratiile fiscale
puse la dispozitia contribuabililor de catre ANAF).

Daca ati achizitionat si aplicatia clickSIGN urmati si procedura de instalare din

sectiunea 10 a acestui ghid.
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10. Instalarea aplicatiei clickSIGN (obligatoriu)
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Daca ati achizitionat si aplicatia clickSIGN urmati si procedura de instalare de mai

jos.

clickSIGN este o aplicatie pentru semnarea electronicd §i marcarea temporala a

documentelor conform standardului PKCS#7. Pentru a instala aplicatia clickSIGN

parcurgeti pasii de mai

Jjos:

e Accesati directorul de pe CD-ul certSIGN unde este localizatd aplicatia

clickSIGN:

<CDROM Drive>:\clickSIGN 2.6.9.326

e Executati dublu-click pe setup.exe.

In fereastra care se deschide veti fi notificat de instalarea VisualC++ Redistribuitable.

Apasati butonul OK pentru continuare. Daca aveti deja instalatd aceasta componenta,

fereastra urmatore nu va aparea.

InstallShield Wizard

A

Pendin

Status  Regquirement

clickSIGN 2.6.9 requires that the following requirements be installed on your computer prior
to installing this application. Click OK to begin installing these requirements:

g VisualC++ 2005 Redistribuitable

[ ok [ cence |

e In fereastra urmitoare apasati butonul Next.

certSIGN
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i clickSIGN 2.6.9 - InstallShield Wizard

Welcome to the InstallShield Wizard for
clickSIGN 2.6.9

The InstallShield(R) Wizard will install clickSIGN 2.6.9 on your
computer. To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

cgack [ mext> | [ cancel |

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e In pasul urmitor selectati optiunea “I accept the terms in the license

agreement” pentru a confirma ca sunteti de acord cu conditiile de licentiere a

aplicatiei clickSIGN si pentru a putea continua.

i clickSIGN 2.6.9 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

o
shellSAFE Standard License
UTISYSTEMS SA® Copyright © 1991-2005 by UTI SYSTEMS
SA
All rights reserved.
UTISYSTEMS SA -

@1 accept the terms in the license agreement:

(O1do not accept the terms in the license agreement

[ < Back " Mext > ] [ Cancel ]

e In urmitoarea fereastra introduceti User Name si Serial Number

corespunzatoare licentei clickSIGN. Pentru continuare apasati butonul Next.
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certSIGN. SITEXOT

i clickSIGN 2.6.9 - InstallShield Wizard

Customer Information

Please enter your information,

User Name:
jutt

Organization:
IUTI Systems

Serial Mumber:
|uuoou Hoooou

|. |oouuuo [

Install this application for:

@ anyone who uses this computer (all users)
O Only for me (UTI Systems)

[ < Back ][ Mext > ] [ Cancel ]

e Pentru a incepe instalarea apasasi butonul Install Tn fereastra nou deschisa.

i clickSIGN 2.6.9 - InstaliShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

[ <Back || Install | [ Cancel ]

e Fereastra de mai jos confirma finalizarea procesului de instalare a aplicatiei

clickSIGN. Apasati butonul Finish pentru a Tncheia instalarea.

Operator de date cu caracter personal
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i clickSIGN 2.6.9 - InstaliShield Wizard X]

certSIGN,

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed clickSIGN
2.6.9, Click Finish to exit the wizard,
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e Pentru detalii legate de modul de utilizare al aplicatiei clickSIGN consultati

Manualul de utilizare. Acest manual poate fi accesat din locatia:

Start -> All Programs -> UTI Systems -> clickSIGN -> clickSIGN Help

(RO) — pentru versiunea Tn limba roméana.

Sau

Start -> All Programs -> UTI Systems -> clickSIGN -> clickSIGN Help

(EN) — pentru versiunea Tn limba engleza.
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ATENTIE!

» RETINETI CODUL PIN AL TOKEN-ULUI, intrucat introducerea consecutiva
a 15 PIN-uri incorecte n cazul dispozitivelor eToken Pro si Oberthur Cosmo64,
respectiv a 10 PIN-uri incorecte Tn cazul dispozitivului SafeNet iKey 2032, are ca
rezultat blocarea dispozitivului, fapt ce va duce la imposibilitatea de a genera
semnaturd electronicd si prin urmare va fi necesard achizitionarea unui nou
certificat digital.

» NU FORMATATVINITIALIZATI dispozitivul criptografic intrucat aceasta
operatiune are ca rezultat stergerea materialului criptografic (certificat si chei) de
pe token, fapt ce va duce la imposibilitatea de a genera semnatura electronica si
prin urmare va fi necesara achizitionarea unui nou certificat digital.

» NU STERGETI OBIECTE DE PE TOKEN, intrucat aceastd operatiune are ca
rezultat stergerea certificatului sau a cheilor de pe token, fapt ce va duce la
imposibilitatea de a genera semnaturd electronica si prin urmare va fi necesara

achizitionarea unui nou certificat digital.
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11. Definitii si acronime

v’ Dispozitiv criptografic - este un dispozitiv cu o structurd speciald in care sunt
inglobati algoritmi criptografici (simetrici §i asimetrici) ce permit realizarea in
sigurantd a operatiilor criptografice. Acesta poate fi de tip smartcard sau token
USB si contine un cip criptografic care permite generarea de chei si

implementarea algoritmilor criptografici.

v" Chei - O cheie este o bucata de informatie care controleazi operatia unui algoritm
criptografic. Ele sunt private sau publice. Scopul cheii private este decriptarea sau
crearea de semnaturd electronicd pentru uzul exclusiv al proprietarului. De
asemenea, reprezinta acea cheie dintr-o pereche de chei care este cunoscuta numai
proprietarului. In schimb, cheia publici poate fi cunoscutd de toatd lumea si

defineste transformarea de verificare a semnaturii sau de criptare a mesajelor.

v" Driver - Un driver este un software care permite computerului s comunice cu un

element hardware sau cu un dispozitiv in vederea unei bune functionari a acestuia.

v Cod PIN — Este o parola formata din mai multe caractere (litere, cifre, semne de
punctuatie, caractere speciale) cunoscutd numai de persoana pe numele careia se
emite certificatul digital si care se foloseste pentru a avea acces la token-ul USB
pe care este stocat respectivul certificat. Codul PIN se deosebeste de parola de
administrare (sau de management) a certificatului, care se utilizeaza in cazul

relnnoirii sau revocarii acestuia.
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certSIGN,

v' Calea de certificare — este calea ordonatd a certificatelor, pornind de la un
certificat considerat punct de incredere (ales de verificator) pana la certificatul de

verificat.

v Autoritatea de certificare - reprezintd un sistem complex care este alcatuit din
aplicatii software, hardware, precum si proceduri si reguli de securitate. Toate
acestea au rolul de a asigura emiterea si gestiunea in cele mai bune conditii de

securitate a certificatelor digitale.

v Lantul de incredere - o secventa ordonatd de certificate, in care un certificat

digital asigurd autenticitatea certificatului anterior.
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