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1 Cadru general

Serviciul de marcare temporala oferit de certSIGN este
destinat exclusiv abonatilor sai, respectiv titularilor de
certificate digitale emise de certSIGN. Marca temporald
(in englezd time stamp) este necesara pentru a putea avea
siguranta ca o anumita informatie a existat la un anumit
moment de timp specificat de marca temporala. Astfel
cea mai importanta utilizare a marcii temporale este
stabilirea cu exactitate a datei si orei la care a fost creata o
semnatura electronica.

Pentru a putea utiliza serviciul de marcare temprola oferit
de certSIGN aveti nevoie de :

- activarea serviciului de marcare temporald

- aplicatia clickSIGN in versiune updata inclusiv versiunea

2.6.9.223.

2 Configurarea accesului la serviciul de
marcare temporala certSIGN

Aceasta sectiune descrie pas cu pas procedura de
configurare a accesului la serviciul de marcare temporala.
Urmati instructiunile din fiecare sectiune de mai jos pentru

a putea aplica marci temporale.

2.1 Activarea serviciului de marcare temporala
(time stamp)

Pentru a activa serviciul de marcare temporala trimiteti un

III

email la adresa office@certsign.ro cu subiectul ” Activare
serviciu TS”.

Tn urma activarii serviciului de time stamp veti beneficia
lunar,in mod gratuit,de 30 de marci temporale.
Confirmarea activarii serviciului de catre certSIGN se va

face prin trimiterea unui mesaj e-mail.
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2.2 Configurarea aplicatiei clickSIGN

2.

3.

Mergeti la Start -> Settings -> Control Panel ->
shellSAFE Configuration

n tab-ul About shellSAFE verificati daci aveti aplicatia
clickSIGN versiunea 2.6.9.223 sau o altd versiune mai
recenta. Dacd nu aveti versiunea 2.6.9.223 sau mai
recentd trimiteti un mail la support@certsign.ro pentru
a primi ultima versiune.

n tab-ul Timestamp completati la Timestamp server
connection string: https://ts.certsign.ro:443

Certificatul autoritatii de marcare temporala este
necesar pentru verifcarea marcilor temporale si nu
pentru crearea acestora.

r 1
L shellSAFE [T x
General settings ] Certificate Profiles ] LDAP Server ]
Validation Timestamp Bpout shellSAFE |
Timestamp server connection sting
1hﬂp5:f;"ts.certsign.r0:443
[~ Use a proxy server
Trusted timestamp authorities
Add certificate |
OK | Cancel

Daca nu doriti sa
verificati
valabilitatea
marcilor
temporale emise
de certSIGN
puteti sa nu
parcurgeti pasul
urmator,
respectiv pasul 4,
de mai jos.
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4.

n acelasi tab Timestamp faceti click dreapta in zona
Trusted timestamp authorities si selectati Add
certificate. Se deschide o fereastra in care navigati pana
la locatia unde ati salvat fisierul ce reprezinta
certificatul autoritatii timestamp: certSAFE Time
Stamping Authority 1. Acest certificat il puteti
downloada de pe site-ul certSIGN de la adresa:
https://www.certsign.ro/certcrl/tsa.crt

5.

in tab-ul Certificate Profiles dati un nume la Profile

name. De exemplu: token.

La Hash algorithm selectati SHA1. Apasati butonul OK.

Create new profiles or change existing ones.

Profile name

Mew Delete
— Key vaults for selected profile
Select the digital certificates for signature and encryption, for the
selected profile.
Signing certificate: |Use the certificate from a smart card _v_J
Hash algarithm: |SHA1 _:_J

Encryption cedfficate: IUse the certfficate from a smart card

Encryption algorthm: |Trip|e-D ES

Led L

i} B
7 shellSAFE [
Validation Timestamp | About shellSAFE |
General settings Certificate Profiles ] LOAP Server 1
— Security Profiles —

ok | cancel |
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3 Crearea unei marci temporale cu aplicatia

. 3. Conectati dispozitivul criptografic la portul USB si in
clickSIGN o .
fereastra de mai jos introduceti codul PIN al
dispozitivului, selectati bifa din dreptul butonului SIGN
Aceasta sectiune descrie pas cu pas procedura de semnare si apasati butonul SIGN.

electronica a unui document si de marcare temporala a

In this page you can add one or more digital signatures to the selected files. Use
docu me ntul ui sem nat the <Sign button to add your signature.

H H P a M * ts_install_notes bd Signature Type
1. Executati click dreapta pe fisierul pe care doriti sa-| . SO
semnati si selectati clickSIGN.

Counter Signature {countersion an existing sigrer)
2. infereastra care se deschide selectati Digital signature _
4 Select the cedfficate profile you want to use
si apasati butonul Next.

token

R

Private key passphrase

e LTI

Cryptographic operations CE =
Please select the cryptographic operstions you want to perform on the selected lm
files.

List of selected files

Chlzers'mihaitDesldop'is_install_notes bd

Select the cryptographic operations you want to perform

i
[ Encryption

T
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4. 1n partea dreaptd a ferestrei, pe numele semnatarului, ului. Tn acest moment va autentificati ca utilizator
executati click dreapta si selectati Add timestamp to autorizat al serviciului de time stamp al certSIGN. Dupa
this signature. ce introduceti codul PIN apasati butonul OK.
| clickSIGN - shel e 6. Daca marca temporala este creata cu success va aparea

Digital Signature o : i mesajul din fereastra de mai jos:
In this page you can add one or more digital signatures to the selected files. Use Im
the <Sign= button to add your signature.

“Timestamp created”

| ts_install_notes.bd Signature Type
& i Signed by: @) Co-Signature first level signature)
e W = - ign an existing signer) —xi

Validate signature === |

View certificate In this page you can add one or more digtal signatures to the selected files. Use ch%m

Add timestamp to this signature the <Sign> button ta add your signature.

wart to use
token = || ts_install_notes bt p7s Signature Type
Private key passphrase E@ Signed by: ® Co-Signature ffirst level signature}
o IQI;C.EN @ O Counter Signature {countersign an existing signer)
Select the certfficate profie you want to use
I < Back ][ Neod > ] I Cancsl Iloken
o Private key passphrase
5. Sedeschide r = O
N Enter passphrase
o fe reastra _ Timestamp created!
in care ; Pleasze select a profile for imestamp server
L L‘\H‘% autherticatior  Viewfie | 7| <Back
trebuie sa | —
introduceti token N . .
. b 7. Apasati butonul Next si in fereastra urmatoare butonul

din nou -.-.--..l Finish
codul PIN
al token- ok ] ’ Canicel I

Pagina 7

Time Stamping Authority

certSIGN-toate drepturile sunt rezervate



certSIGN.

Ghid de configurare a marcdrii temporale

4 Verificarea unei marci temporale cu

aplicatia clickSIGN

Aceasta sectiune descrie pas cu pas procedura de
verificare a semnaturii electronice si a marcii temporale
aplicate documentului semnat electronic.
1. Executati dublu click pe un fisier semnat electronic si
marcat temporal.
2. infereastra care se deschide apasati butonul Verify.

Please select the cryptographic operations you want to perform on the selected
files.

Cryptographic operations CIT#I& :.

List of selected files
C:iUsers'\mihai®Desktop'ts_install_notes bd p7s

This file is digitally signed. In order to verify the signatures. press the [Verify]
button.

[ Encryption

[ very | conca

Wiew file | ad l

3. Executati dublu click pe numele semnatarului din
urmatoarea fereastra.

Digital Signature
In this page you can add one or more digital signatures to the selected files. Use
the «Sign> button to add your signature.

| 7 ts_install_notes bd.p7s Signature Type
E| @ Signed by: (8} Co-Signature ffirst level signaturs}

':Er'_) Mihal |. Nan| O Counter Signature (countersign an existing signer)

Select the cetfficate profile you want to use

ilnken

Private key passphrase
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4. Tn fereastra de mai jos se afiseaza rezultatul verificarii

Ccu success a semnaturii electronice.

Click pe link-ul de sub This file was timestamped at

pentru a valida si marca temporala.

LDAP walidation
Hash algorithm is SHA1

This file was signed at:
26-tarch-2003 15:36:26 GTE Standard Time

Thiz file was timestamped at:
2B-tarch-2003 15:56:67 GTE Standard Time
by: certSAFE Time Stamping Authaority 1

lzzued to:
tihai . Man

Iszued by:
certSIGM Qualified C& Class 3

Serial Humber
20060516 70 04 03 Oe cc

Walid from 04-March-2009 o 04-karch-2010

The certificate path was successfully validated.
Thig certificate wasz not revoked at the signing time

Cloze

5. 1n fereastra urméatoare se afiseaza detaliile marcii

temporale.

Timestamp details

Timestamp signature validated.
The timestamp server is tiusted.

Timestamp token version 1

Response policy
1.361.41.28M7.21.1

Timestamp token zenal number

Oec3hbb fd 97 aaeb 72 63 20 o7 d1 7d 42 07 e 00 00 01 00
Provided time

26-karch-2003 15:56:57 GTE Standard Time

Server accuracy
<nat available:

Monce
£5 74 ba 8500 c0 bd aa

TSA Name
cerntSAFE Time Stamping Authority 1
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