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Pentru incarcarea pe token a certificatului dumneavoastra reinnoit este necesara efectuarea

urmatoarelor setdri generale:

1.1 Setari Internet Explorer

Este necesara adaugarea site-ului www.certsign.ro in Trusted Sites.

a. Se deschide o pagina a browser-ului Internet Explorer si se acceseaza meniul

Tools din bara de meniuri, apoi efectuati click pe Internet Options, selectati tab-

ul Security si apoi efectuati click pe Trusted Sites.

Internet Options ]

General Security lPrivacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@

Internet

Trusted sites
This zone contains websites that you

v O

Restricted
sites

Local intranet  JEVE Ll gele=rs

trust not to damage your computer or
vour files,
‘fou have websites in this zone.

— Security level for this zone

Sites |

Allowed levels for this zone: all
Low

- Minimal safequards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

- Appropriate for sites that you absolutely trust

Custom level. .. Default level I

Reset all zones to default level

21

| OK I Cancel I Apply

b. Efectuati click pe butonul Sites, apoi adaugati https:/Awww.certsign.ro in lista

site-urilor de Tncredere.
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You can add and remove websites from this zone. All websites in
U this zone will use the zone's security settings,

Add this website to the zone:

\Websites:

Remove

LB

AW, IZE!”I:'viI M, ro :_I
E‘
IV Require server verification (https:) for all sites in this zone

Close

d

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

c. Pentru zona Trusted Sites se stabileste un nivel de securitate redus. Utilizand

butonul scroll din zona Security level for this zone se alege nivelul Low si apoi

se efectueaza click pe butonul Default Level.

General Security |Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ € v O

Internet Localintranet JPOEGCEESEF  Restricted
sites
Trusted sites =
e This zone contains websites that you
N trust not to damage your computer or
wour files,

‘fou have websites in this zone.

—Security level for this zone
lowed levels For this zone: All

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
- Appropriate for sites that you absolutely trust

Custom level. .. I Default level ™%

Reset all zones to default level |

| oK | Cancel | Apply
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1.2 Instalarealantului de incredere
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Pentru folosirea certificatelor digitale este necesara instalarea aplicatiei: certSIGN Certificates

Installer.exe, care se afld pe site-ul certSIGN.

a. Accesati din browser adresa: www.certsign.ro, si efectuati click pe butonul Resurse, in

partea de sus a paginii web.

<l Resurse | certSIGN - Microsoft Internet Explorer

File Edit ‘“iew Favortes Taools  Help

@ Back - \h;) @ @ .-\Lh p Search *Favontes eMedia @ @v :"\F %% ,_J ﬁ
Address |@ htkps: fusw, certsign. rofcertsign/resurse Links -
Al
certSIGN.
Secure your on-line transactions Despre noi  Produse  Servicii  Solutii de securitate Crantact
Resurse
FAC intrebari legate de siguranta docurnentelor
Dowmload
mai mult »
Registrul de certificate
Lantul de incredere
- . Download #
Listad certificate revocate
+ Abonare
B
@ é & Trusted sites

b. Efectuati click pe butonul Lantul de incredere n meniul din stanga ferestrei web. Tn

fereastra Securtiy Warning efectuati click pe butonul Yes.
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& Resurse | centSIGN - Windows Intemet Explorer
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o]
B
E

-4 x || Googte

@\J (Il Ptp/fwwwicertsign.rofcertsign/resurse

File  Edit

) Resurse | certSIGN

W G

=

oo v @ v [ Page v (& Tools v

©
4

L (G

Contact

certSIGN.

Desprenoi  Produse  Servicii  Solutii de securitate

Resurse

=

The current Web page is trying to open a site in your Trusted sites
list. Do you want to allow this?

Sacurty Waring

de siguranta documentelor
Current site: http://www.certsign.ro
Trusted site: https://www.certsign.ro

C=3( % ]

Waming: allowing this can expose your computerto securty fisks. ff
you dont trust the curent Web page, choose No.

Y

» Abonare

Codul de practici i proceduri (pdf) | Politica de certificare (pdf) | Protectia  [JJf
datelor personale | Sitemap

http:/fwww.certsign.ro/ certificate_digitale/lista_certificate_revocate.htm @ Intemnet | Protected Mode: Off

#100% ~

c. Efectuati click pe Lantul de certificate certSIGN pentru a descarca arhiva aplicatiei

certSIGN Certificates Installer.

certSIGN
Securitatea tranzactiilor tale online.

Operator de date cu caracter personal
inregistrat sub nr. 3160



certSIGN.

Soseaua Oltenitei Nr. 107A
Cladirea C1, parter

Sector 4, CP 041303
Bucuresti, Romania

SIMTEX-OC
1S0 901 REGISTERED C.1517.1

J

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

7€ Lantul de incredere | CentSIGN - Windows Internet Explorer

P el |

@O - https://www.certsign.ro/ certificate._digitale/lantul_de_incredere.htm - &[4[ x || Google

File Edit View Favorites Tools Help

v o ‘Lantuldeincredere|CertSIGN [ }

2~

B v B v @ v [ Page v & Tools v

certSIGN.
ect line t t Despre noi  Produse  Servicii  Solutii de securitate  Resurse  Contact
Resurse
Lantul de incredere
Lantul de incredere

Pentru a instala certificatele autoritatilor certSIGN, se face click pe linkurile de mai jos:

Certificatele certSIGN® in format PEM:

certSIGN® ROOT CA
certSIGN® Demo CA Class 1
certSIGN® CA Class 2
certSIGN® Qualified CA Class 3

certSIGN® Enterprise CA Class 3
certSIGN® Non-Repudiation CA Class 4
certSIGN® Time Stamping Authority

rea cert slor se poate f automat utilizdnd aplicatia :
| de certificate certSIG|

» Abonare

GN. Toate drepturile rezervate Codul de practici si proceduri (doc) | Politica de certificare (pdf) | Termeni utilizare site |
Sitemap

https://www.certsign.ro/ certsign/ / Trusted sites | Protected Mode: Off

d. Se dezarhiveaza si se ruleaza aplicatia certSIGN Certificates Installer.exe

®100% v

e In fereastra urmitoare efectuati click pe butonul Next, Tntocmai ca in imaginea de

mai jos.

certSIGN Certificates Installer - InstallShield Wizard

Welcome to the InstallShield Wizard for
certSIGN Certificates Installer

The InstallShield® Wizard will install cetSIGN Certificates
Installer on your computer. To continue, click Next.

Cancel
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e In fereastra nou aparuti, efectuati click pe butonul Next.

certSIGN Certificates Installer - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

Setup will install centSIGN Certificates Installer in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Files\centSIGN\Certificates Installer

< Back
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e In fereastra urmatoare va asigurati ¢ optiunile: Install Certificates in System Store

si Install Certificates in User Store sunt bifate si apoi efectuati click pe butonul
Next, intocmai ca in imaginea de mai jos.

certSIGN Certificates Installer - InstallShield Wizard

Select Features
Select the features setup will install.

Select the features you want to install, and deselect the features you do not want to install.

Install Certificates in System Store [ Description-

Install Certificates in User Store Installs the centSIGN root CA
and intermediate C&
certificates in the system
stores.

0.00 MB of space required on the C drive
255.83 MB of space available on the C drive

< Back I Next > I Cancel |

e In fereastra urmitoare finalizati instalarea efectuand click pe butonul Finish.
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certSIGN Certificates Installer - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing certSIGN Certificates Installer on
your computer.

1.3 Instalarea modulului ActiveX

a. La prima accesare a sectiunii Registrul de Certificate de catre utilizator, in browser va
aparea un mesaj de avertizare care ofera utilizatorului, posibilitatea de a instala modulul
ActiveX denumit csfenroll.cab. Acest modul este necesar pentru generarea cheilor pe
dispozitivul dumneavoastra DSCS (token).

b. Daca browser-ul dumneavoastrd este Internet Explorer 8 Dupa ce accesafi meniul

Resurse de pe site-ul certSIGN (www.certsign.ro) trebuic sa apasati butonul

Compatibility View din bara de adrese.
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sign/resurse

¢ Favorites | 5 (@ Suggested Sites v @] Web Slice Gallery v

Resurse | centSIGN ; (]

o~ v [ d@ v Pagev Safetyv Toolsv @~
nss
certSIGN.
ecur I sact Desprenoi  Produse Servicii  Solutii de securitate  Resurse  Contact

Resurse

mai mult »

» Abonare

Codul de practici si proceduri (paf) | Politica de certificare (pdf) | Protectia datelor personale | Sitemap UTi

@ Internet | Protected Mode: On “a v R100% v

a. Efectuati click pe Registrul de Certificate.
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@ Resurse | certSIGN - Windows Intemet Explorer

[=)[@=]

-I*,[x”soog:e

@U v htp://www.certsign.ro/certsign/resurse
F F Too Help

D) [ResursenensIGN

[

2 -

[ v @ v [ Page v &} Tools v

mm

certSIGN.
ect Despre noi  Produse  Servicii  Solutii de se-:uritaleConta(,t

Resurse

R

The current Web page is trying to open a site in your Trusted sites

list. Do you want to allow this? de siguranta documentelor

Current site: http://www.certsign.ro
Trusted site: hittps:/www.certsign.ro

Waming: allowing this can expose your computerto securty risks.
you dont trust the curent Web page, choose No

ntatie h @

» Abonare

Codul de pra
dat

ctici si proceduri (pdf) | Pelitica de certificare (pdf) | Protectia
atelor pers t

onale | Sitemap

1S0 27001

hittps://www.certsign.o/cgi-bin/pubra/pubra/get_cert @ Internet | Protected Mode: Off

b. Tnfereastra Security Warning se efectueazi click pe butonul Yes.

#100% v

c. Incazul in care nu apare nici un mesaj care si va informeze asupra instalarii modulului

ActivX inseamna ci acesta este instalat.
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1.4 Verificarea instalarii modulului ActiveX (OPTIONAL)
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a. Pentru a verifica existenta modului pe statia dumneavoastrda accesati locati

C:\Windows\Downloaded Program Files unde trebuie sa existe fisierul CsfKeys Class.

EF=3|EoR |~

'Wl ‘ Search

o

Organize
Program File Status Total Size
E Documents | |{8FFBE65D-2C9C-4669-84BD-5829DC0B603C}  Unknown 4 KB
e {CAFEEFAC-0016-0000-FFFF-ABCDEFFEDCBA}  Unknown 4KB
;E il I_ CsfKeys Class Installed 700 KB |
B Music [ GpeContainer Class Tnstalled 104 KB
More » |_|Java Runtime Environment 1.5.0 Installed None
Eolders v | L_lJava Runtime Environment1.5.0 Installed None
|_}Java Runtime Envircnment 1.5.0 Installed None
ProgramData - 3 3
User || VMware Remote Console Plug-in 2.5.0.00000  Installed None
n SErs
Windows || WebSigner Control Installed 1,320 KB
addin: || Windows Genuine Advantage Validation Tool  Installed 1,456 KB
AppPatch
assembly

Boot

- | < 1

»

b. In unele situatii, Windows Explorer nu afiseaza acest fisier caz in care, pentru a verifica

faptul ca modulul ActivX este instalat, trebuie sa listati in command prompt continutul

directorului Downloaded Program Files. Efectuati click pe Start, apoi pe Run. Editati

cmd si apoi efectuati click pe butonul Open. Tn command prompt editati comanda: cd

“C:\Windows\Downloaded Program Files” apoi editati comanda dir. Dacd modulul

ActivX este instalat, printre fisierele listate se regasesc si fisierele

csfenroll.inf.

X Administrator: C:\Windows\system32\cmd.exe

C:\Users\George Postelniculcd "C:\Windows\Downloaded Program Files"

C:\Windows\Downloaded Program Filesldir
Uolume in drive C has no label.
Uolume Serial Number is 382E-2B62

Directory of C:\Windows\Downloaded Program Files

10/29/2008 ©2:32 PM 712,704 csfenroll.dll
10,29/,2008 ©B2:26 PM 238 | csfenroll.inf

csfenroll.dll si

C:\Windows\Dounloaded Program Files>
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2 Incircarea certificatului

a. Folosind Internet Explorer accesati url-ul http://www.certsign.ro

b. Mergeti pe Resurse -> Registrul de certificate

c. Daca apare fereastra de mai jos apasati butonul Yes

€ Resurse | certSIGN - Windows Internet Explorer [=][e =]
@U - i http://www.certsign.ro/certsign/resurse v ‘ 4 ‘ X ‘ ‘ Google L v

/) | ~ ) -~ »
s | Resurse| certSIGN | v B v @ v [Page v i Tools v

(LB

Ciutare

I r Despre noi  Produse Servicii  Solutii de securitate Contact

Current site: http://www.certsign.ro
Trusted site: https://www.certsign.ro

Security Warning @

The current Web page is trying to open a site in your Trusted sites
list. Do you want to allow this? de siguranta documentelor

Waming: allowing this can expose your computer to security risks. If
you dont trust the cument Web page. choose No.

» Abonare

Codul de practici si proceduri (pdf) | Politica de certificare (pdf) | Protectia lm
datelor personale | Sitemap

1S0 27001

https://www.certsign.ro/cgi-bin/pubra/pubra/get_cert @ Internet | Protected Mode: Off ®100% v
d. n pagina care se deschide introduceti Numele si Prenumele asa cum apar in actul de

identitate (in cdmpul Nume se introduce numele de familie, iar Tn cdmpul Prenume se
introduce prenumele dumneavoastrd; daca aveti doud prenume acestea trebuie introduse
de forma: Prenumel-Prenume2), apoi apasati butonul Cauta.

ATENTIE!

Initiala tatalui nu se introduce in cAmpurile Nume si Prenume.

Campul Email nu se completeazi.
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7@ CenSIGN - Windows ntemet Explorer ==
@O I nttpsy//wm.centsign.ro/cgi-bin/pubra/pubralget_cert - & [4] % |[ Googte T

File Edit View Favorites Tools Help

% e [ cension [ B2 v ) v v [ Rage v i Tooks v

certSIGN.

Desprenoi  Produse  Servicii  Solutii de securitate  Resurse  Contact

Produse

Certificate digitale

Registrul de Certificate

Registrul Electronic de Certificate Digitale
Registrul electronic de certificate este accesibil online la adresa |dap.certsign.ro folosind un client Idap.

Sutare. Cautarea se poate face dup numele si prenumele persoanei (este

Pentru a g3
obligatori

ificatul digital dorit, completeazs ¢
pletarea ambelor campuri) sau dupa ad

e e-mail.

Rezultatul ¢ afisa toti utilizatorii care corespund criteriului de ciutare introdus. Pentru a utiliza un certificat digital se selecteazd

utilizatorul s ege certificatul dorit.

Nume: Postelnicu

Prenume: George

Email:

Cautarea certificatelor anonime se face dup3 criteriul Common Name. Dac3 campul CN este completat cdmpurile Nume, Prenume sau Email

vor fi ignorate ciutarea efectudndu-se strict dups Common Name.

Common Name Completeaz3 CN cum apare in certificat.
2 SIGN, Toate drepturile rezervats, Codul de practici si proceduri (doc) | Politica de certificare (pdf) | Termeni utilizare site | [Jf§
Sitemap anur

/' Trusted sites | Protected Mode: Off #100% v

e. In pagina urmitoare selectati certificatul dumneavoastra (certificatul refnnoit este n

general cel de-al doilea certificat din lista certificatelor dumneavoastra).
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CertSIGN - Windows Internet Explorer =2 = <"
@Q' ‘i"w-/’.‘ .certsign.ro/cgi-bin/pubra/pubra/get_cert -8 ‘6,')(”600;:‘5 2 -
File Edit View Favorites Tools Help
% ‘CertSlGN [7} [ v @ v [ Page v (i Tools v
certSIGN.
r J Despre noi  Produse  Servicii  Solutii de securitate  Resurse  Contact

Produse

Certificate digitale

Registrul de Certificate Lista Certificate

Dup3 selectarea unei persoane din listd se vor afisa informatii despre certificatul digital al acesteia.

odul de practici 5i proceduri (doc) | Politica de certificare (pdf) | Termeni utilizare site | ([
itemap anue

e
Si

 Trusted sites | Protected Mode: Off #100% v

f. Se afiseazd o pagina cu detalii despre certificat. Se verifica data emiterii/data expirarii
certificatului (acesta trebuie sa fie emis Tn anul curent, iar valabilitatea sa este de un

an de zile de la data emiterii). Derulati Tn jos pagina si apasati butonul Incarca.
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[ plo =8 ]
(L)~ [ o certign o/ gi-tinputra/pubra/ce, detiscer.seril=200GISL 67004020255 > 8 [4]x][Googee o -

File Edit View Favorites Tools Help

% & [ cension = Bov B - B ey (oo
certSIGN. 3
ur li r tions

Despre noi Produse Servicii Solutii de securitate Resurse Contact

Produse

Certificate digitale

Detalii Certificat

Subiect: C=RO, L=Bucuresti, O=certSIGN, OU=11S,CN=George S. Postelnicu, G=George, SN=Postelnicu
Emitent: cn=certSIGN CA Class 2, ss 2,0=certSIGN,c=RO
Serial Certificat: 2006051670040202a5
Data Em 2010 02 10 20:07:22
| Data Expirarii: 2011 02 10 20:07:22
Subiect Alternativ: email: george.postelnicu@certsign.ro; E
Extensii Certificat: identificator politica :1.3.6.1.4.1.25017.1.1.2
denumire :
URL :http://www.certsign.ro/repository

Puncte de distributie CRL: http://crl.certsign.ro
Idap://Idap.certsign..
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g. Infereastra ActiveX nou aparuti se introduce parola dispozitivului DSCS (token).

e

Introduceti codul PIN al tokenului:

h. Tnacest moment, certificatul dumneavoastra se incarca pe dispozitivul DSCS (token).

Procesul de inserare a certificatului pe token este
in desfasurare

Au trecut 1 secunde
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i. Dupa terminarea acestei operatii veti primi un mesaj de confirmare a incarcarii

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

certificatului digital pe dispozitivul DSCS (token). Se efectueaza click pe butonul OK.
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Certificatul a fost incarcat cu succes pe token!

j.  Tnacest moment certificatul este Tnscris pe dispozitivul DSCS (token).
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Securitatea tranzactiilor tale online.

Operator de date cu caracter personal
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