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FelicitariiDaca va aflati 1Tn aceasta etapa, T nseam
emi s de deornrsgidliGdNnefii ci ati de toate avantaj el
Acest ghid se adreseaza tuturor p ordatasde r i | o
Certificare a certSIlIGN si contine pasi.i ce
certificatului digital achizitionat
In cazul Tn care T ntampinat:i di ficultat:i pri
tehnic,depar t ament ul nostru de suport va sta | a di

V Telefon: 0311.509.111 sau 021.311.99.08

V E-mail: suport@certsign.ro.
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1. Identificarea dispozitivului criptografic (obligatoriu)

1.1.Aladdin eToken Pro
ITn cazul 1Tn care dispozi ¢idemicdu celdinmagmeav o a s t
de mai jos, acest dispozitiv este un token Aladdin eTokenPropent ru car e est
i nstal ar ePKI CGlignt 5.1SR1Lt R aeg i | necesar.i i nstal ai
rgasesc |l a punctul 2. 2.

Figura 1 Dispozitiv ciptografic Aladdin eToken Pro

1.2.SafeNet iKey 2032
Tn cazul Tn care dispozitivul dunuimdine a v 0 a
dispozitivele din imaginea de mai jos, acest dispozitiv este un token SafeNet iKey 2032
pentru car e estaplniecCabelstdorderless Besurity PKaCliena
Pasii necesari instalarii23acestei aplicat

Figura 2 Dispozitive criptografice Sallet iKey 2032
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1.3.0berthur Cosmo64
In cazul 1n care dispozitivul celdlinimameav oas:t
de mai jos, acest dispozitiv este un token OberthurCosmo6dpent ru car e est
i nstal ar AahendpManagera { iPR&sc e s ar i i nst apre@umi i ac
siadriverelors e regases4& | a punctul 2.

'-

Figura 3 Dispozitiv criptografic Oberthu€osmo64

certSIGN 5 Operator de dqte cu caracter personal
. . . inregistrat sub nr. 3160
Securitatea tranzactiilor tale online.



J

certSIGN.

2.

Pentru a putea utiliza certificatul d u mn e a vrebaiessda r B nst al at i

care avet.i

gener ate

pe CD-ul primit de la certSIGN.
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Instalarea dispozitivului criptografic (obligatoriu)

at at

instal arsa@rdiaitvermpalsorn

2.1.1dentificarea tipului sistemului de operare

e Pentruaverificat i p ul

S i

st emul

cheil e

d &

ui

dumneav g ir a

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
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di spozi't

cat si cert

Mmuag aimnmos

d

apoi click dreapta pe My Computer (Windows XP) sau pe Computer (Windows

Vista/Windows 7) .

veri ficati

Ef ect ueopertiess i i ¢ ln Pystem €rdpemtias, a

i nf Qystema(Windows eXP), despectiv Sydtemp Type

(Windows Vista/Windows 7), intocmai ca in imaginile de mai jos.

System Properties E‘E‘

System Aestore
I General

\ Computer Mame

Automatic Updates Femate

Hardware: Advanced

M,
Ll/u

System:
Microsoft Windows P
Professional
Wersion 2002
Service Pack 2

Registered tor
Computer
Camputer
55274-640-1319437-23057

Computer:
IntellR]
Pentium{R) 4 CPU 2.80GHz
2.79GHz, 256 MB of RAM

FiguradMi cr osof t

certSIGN

Securitatea tranzactiilor tale online.

System Properties

System Restore

N

oy

—

Automatic Updates
Computer Name Hardware

Advanced

PIx

Remote

System:
Microsoft Windows XP
Professional x64 Edition
Version 2002
Service Pack 2

Registered to:
Computer
Computer

565274-640-1319437-23057

Computer:
Intel(R)

Pentium(R) 4 CPU 2.80GHz
2.79 GHz, 256 MB of RAM

Wi n Figura5Mi cr osof t

Wi n
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View basic information about your computer View basic information about your computer
Windows edition Windows edition
Windows Vista™ Ultimate Windows Vista™ Ultimate
Copyright © 2007 Micresoft Corporaticn, All rights reserved. Copyright © 2007 Micreseft Corporaticn. All rights reserved.
Service Pack 1 Service Pack1
System System
Manufacturer: Lencvo Manufacturer: Lenovo
Model: Lenove Computer Model: Lenove Computer
Rating: Rating:
; m : m
Processer: Intel(R) Pentium(R} 4 CPU 2.80GHz 2.79 GHz Processor: Intel(R) Pentium(R} 4 CPU 2.80GHz 2.79 GHz
Memory (RAM): 3.00 GB Memory (RAM): 3.00 GB
| System type: 32-bit Operating System | | System type: 64-bit Operating System

Figura 6 Microsoft WindowsMisa 32 Figura 7 Microsoft

View basic information about your computer View basic information about your computer
Windows edition Windows edition
Windows 7 Ultimate Windows 7 Uttimate
Copyright © 2009 Mi ft Corporation. All rights reserved, Copyright £ 2009 Microsoft Corporation. All rights reserved.
System System
Rating: m Windows Experience Index Rating: m Windows Experience Index
Processor: Intel(R) Core{TM)2 CPU T5500 @1.66GHz 167 GHz Processor: Intel(R) Core(TM)2 Quad CPU @ 240GHz 240 GHz
Installed memory (RAM)Y: 2.00 GB Installed memory (RAM):
[ System type: 32-bit Operating System ] [ System type: 64-bit Operating System I
Pen and Joudh: No Pen or Touch Input &5 available for this Display Pen and Touch: TG Pen o Touch Input 15 avanable for this splay

Figura 8 Microsoft Windows 3 2 b i  Figura9 Microsoft Windows 6 4 b |
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2.2.Instalarea dispozitivului criptografic Aladdin eToken Pro

e ITn functie deumhpaldoes sosptedrnaurbes U xx3624 Dbbiittii

necesara instal ar ea PHIglient-x32-3.1-SBlimsi peotnu e S p u t
sistemul de oper ar e PKi@EientX62-5.1e5B1.md pehtru re
sistemul de operare pe 64 de biti

e Accesati del ipeg €0 tuode wunt localizate driverele: <CDROM
Drive>:\Aladdin

e In functie de sistemul dumneavVvPKICHehtr & de

x32-5.1-SP1.msi (pentru Windows XP/Windows Vista/Windows7pe 32 de Dbi t
pe PKIClient-x64-5.1-SP1.msi (pentru Windows XP/Windows Vista/Windows 7 pe
64 de biti).

e 1n fereastra eToken PKI Client 5.1 SP1 Setup, efectuati Nexdti ck |
Tntocmai ca Tn imaginea de mai jos.

i eToken PKI Client 5.1 SP1 Setup =3

eToken ~ '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup Wizard will install eToken PKI Client
5.1 SP1 on your computer.

eToken

PKl...

[ Nest> [ Cancel ]
e infereastraur madt oare efectNesti click pe butont
0] tor de dat t |
certSIGN 8 e e it et e

Securitatea tranzactiilor tale online.
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i eToken PKI Client 5.1 SP1 Setup =1 3]
1.( Ready to Install the Application
I eToken Select the language for eToken PKI Client

Select eToken PKI Client interface language:

|English v

Click Next to begin installation.

< Back E Next > J Cancel

e I n fereast i & cluancepl theol@ense ageamerg i efectuat.i

butonul Next.

i eToken PKI Client 5.1 SP1 Setup

End-User License Agreement

5 eTOT(e n Please read the following license agreement carefully.

|55

ALADDIN KNOWLEDGE SYSTEMS LTD.
eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE ANDJ/OR USING
THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTERPRISE PRODUCTS (including without
limitation, libraries, utilities, diskettes, CD-ROM, eToken™ keys and the
arrnmnansing tachnical darmantation) (tharsinafter "Braduct™ QTTDRT TRT Y

(® | accept the license agreement

O | do not accept the license agreement

[ <Back [f Nest> [ Cancel ]

e In fereastra urmiatoaNex efectuat. click |

i eToken PKI Client 5.1 SP1 Setup

Destination Folder

! eTOT(e n Select a folder where the application will be installed.

Setup will install the eToken PKI Client 5.1 SP1 files in the following folder.
Toinstall in a different folder, click Browse and navigate to the required folder.

‘You can choose not to install eToken PKI Client 5.1 SP1 by clicking Cancel to exit the
Setup.

Destination Folder

C:\Program Files\&laddin\eT oken',

[ <Back [f Nest> [ Cancel ]

e In fereastra urmatoare finalFirdsAt i i nstal
S 9 R e egistat sub . 3160
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i& eToken PKI Client 5.1 SP1 Setup

eToken oo e

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finish to exit Setup.

eToken

PKl...

e Dupa finalizarea procesulreacomglterului nst al ar

certSIGN 10 Operator de date cu caracter personal

. . . i istrat sub nr. 3160
Securitatea tranzactiilor tale online. nregistrat sub nr



Cladirea C1, parter Fax: (40) 21 311 99 05
Sector 4, CP 041303 e-mail: office@certsign.ro
Bucuresti, Romania www.certsign.ro

SIMTEX-OC
1508011 REGISTERED C.4517.1

I Soseaua Oltenitei Nr. 107A Tel.: (40) 21 311 99 04

certSIGN.

2.3.Instalarea dispozitivului criptografic SafeNet iKey 2032
e Accesat.i directorul de pe C xCDrROM e S L
Drive>:\SafeNet\SafeNet72
e Ef ectuat i Shferletf2umsicl i ck pe
e T n fer east rSafeNat®ardertes Secuhity RKaCliente f ect uat i cl

butonul Next, intocmai ca in imaginea de mai jos.

i SafeNet Borderless Security PK Client - InstallShield Wizard X
Welcome to the InstallShield Wizard for
SafeNet Borderless Security PK Client

The InstallShield{R) Wizard will install SafeNet Borderless
Security PK Client on your computer, To continue, click Next.

Continuing the installation may disable Fast User Switching and

replace the Windows welcome screen.

WARNING: This program is protected by copyright law and
international treaties,

: Bach [ mext> [ Cancel ]

e In fereastra urmiatoalnstall. efectuati click

i SafeNet Borderless Security PK Client - InstallShield Wizard

Ready to Install the Program ‘ ‘ . |

The wizard is ready to begin installation.

Click Install to begin the installation.

[ <gack || Install | [ Cancel ]

e In fereastra urmatoare finalFiisAti inst al

certSIGN Operator de date cu caracter personal
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i& SafeNet Borderless Security PK Client - InstaliShield Wizard

certSIGN.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SafeNet
Borderless Security PK Client. Click Finish to exit the wizard.

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e Sal vati |faitsei eirnelleucarfu si Tnchideti toat

e f e cdiok jge butonul Yes pentru a restarta sistemul.

it SafeNet Borderless Security PK Client Installer I... %

N

‘You must restart your system for the configuration
changes made to SafeNet Borderless Security PK Client
to take effect. Click Yes to restart now or No if you
plan to restart later.

e Dupa finalizarea procesul ui

certSIGN 12
Securitatea tranzactiilor tale online.
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2.4.Instalarea dispozitivului criptografic Oberthur

e Accesat.i directorul de pe C xCDrROM e S L
Drive>:\Oberthur\driver_v.3.3.3

e In functie de versiunea si st dimoul din dun
subdirectoarele: win2K3, winVISTA, winVISTA_x64, win7, win7_x64 sau winXP.
e Execut adlii aku bpldOnt Token @riven 3.3.3.msi

e In fereastra care Newt deschide apasat.i b

& 1d-One Token Driver 3.3.3 - InstaliShield Wizard X

Welcome!

This willl install the Id-One Token Driver 3.3.3 on your
computer, To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

- Back [ Thext> ][ cancel |

e In fereastra fille anmdejgtost lselteenmgdi napaoi
apasasiNewut onul

i Id-One Token Driver 3.3.3 - InstallShield Wizard

End-User License Agreement for Oberthur Technologies Software

Please read the following license agreement carefully before completing the

installation process and using the software. You must accept the agreement to
continue the installation.

ID-One Token Software Driver End User License Agreement A

Welcome to Set Up for ID-One Token Software Driver.
Please read the following license agreement carefully
hefore completing the installation process and using the

software. You must accept the agreement to continue the
installation.

THIS ID-ONE TOKEN SOFTWARE DRIVER END USER LICENSE
AGREEMENT ("EULA"™) IS A LEGAL AGREEMENT BETWEEN YOU
(EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND OBERTHUR b

(@1 accept the terms in the license agreement

(D1 do not accept the terms in the license agreement

[ < Back ] | omext> | [ Cancel ]

certSIGN Operator de date cu caracter personal
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ur mat oar esae fadri saesatzra

| ocadplai.Peatiui aar e

i nuar e Meptasat.i but onul
i Id-One Token Driver 3.3.3 - InstallShield Wizard
Destination Folder )
Click Next to install to this folder, or click Change to install to a different folder.
‘J”‘ Install Id-One Token Driver 3.3.3 to:
\_J C:\Program Files\Oberthur Technologies\ID One Token Driver
Software), =
[ <Back || Mext> | [ Cancel ]
ru a iTncepe i nst alnstalléfereastrade maijosat i c | |
i Id-One Token Driver 3.3.3 - InstallShield Wizard
Ready to Install the Program
The wizard is ready to begin installation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,
[ <Back | Instal | [ cancel |
ru finalizareFinish.st al arii apasati bu:

14
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i Id-One Token Driver 3.3.3 - InstallShield Wizard
You can now plug in your Oberthur Card Systems ID-One
Token. Click Finish to exit.
e e —m
e 1In continuare vom parcurge procedura de instalareaa p |l i cat i e de admi
dispozitivul Oberthur. Accesati directorul de pe CD:

<CDROM Drive>:\Oberthur\AuthentlC Web Pack v.4.4

e In functie de sistemul dumneavAuthestiQ & de
Webpack x32 v4.4.msi (pentru Windows XP/Windows Vista/Windows 7 pe 32 de
biti ) AuthantlC \Webpack x64 v4.4.msi (pentru Windows Vista/Windows 7
pe 64 de biti)
e In fereastra care Neet deschide apasat.i b
i AuthentIC Webpack v4.4 - InstallShield Wizard
‘ Welcome to the InstallShield Wizard for
AuthentIC Webpack v4.4
- The InstallShield(R) Wizard will install AuthentIC Webpack v4.4
| on your computer, To continue, click Mext.
WARNING: This program is protected by copyright law and
international treaties. M
< Back | Mext> | [ Cancel ]
e I n urmatoar ea |facepkthesetms & the liednse agrearhents i ap o
apasasiNedbut onul
certSIGN 15 Operator de date cu caracter personal
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i AuthentIC Webpack v4.4 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

AuthentIC Web Pack Software End User License Agreement &)

Welcome to Set Up for AuthentIC Web Pack.
Please read the following license agreement carefully
before completing the installation process and using the

software. You must accept the agreement to continue the
installation.

THIS AUTHENTIC WEE PACK SOFTWARE END USER LICENSE
AGREEMENT ("EULA"™) IS A LEGAL AGREEMENT BETWEEN YOU

(TTTUET AR TAIMTUTRITAT AN 4 STHAT T TRITTTWY  AMD ADENTUIM

(&1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

v

[ <Back || Mext> | [ Cancel ]

e In urmatoarea fereastra se apliis@mm@ida | o
continuare Meptasat. but onul

i AuthentIC Webpack v4.4 - InstallShield Wizard
Destination Folder

Click Next ta install to this folder, or click Change to install to a different

|j Install AuthentIC Webpack v4.4 to:

C:\Program Files\Oberthur TechnologiesiauthentIC Webpack),

[ <Back || Mext> | [ Cancel J

e In fereastra ur mat oGampletee asati optiunea

i AuthentIC Webpack v4.4 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

(& Complete

All program Features will be installed. (Requires the most disk
space.)

O Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

[ <Back [ mext> | [ Cancel |

e INnur matoar ea fbetond lanssatl periru adnpepe snstatarea.

certSIGN Operator de date cu caracter personal
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i AuthentIC Webpack v4.4 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel ko
exit the wizard,

[ <Back || Install | [ Cancel ]

e Pentruafinalizai nst al ar e a Fmpha sna tuir mau toamrwela f er e a

i AuthentIC Webpack v4.4 - InstallShield Wizard

InstallShield Wizard Completed

The Instalishield Wizard has successfully installed AuthentIC
| Webpack v4.4. Click Finish to exit the wizard.

Finish

e Dupa finalizarea procesului de instalar

certSIGN Operator de date cu caracter personal
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3. Accesarea dispozitivului si schimbarea codului PIN (recomandat)

Pentru a accesa dispozitivul du mneavomaisptragr afi c avetAcetravoi e
PINestet i par it apei sact as d amphcan canpul nundtiIC&IN PIN aferent
dispozitivului dumneavoastri criptografic.

Se recomanda schi mhmerde ataacesti mit radd PRINN poses

3.1.Schimbarea codului PIN pentru dispozitivul criptografic Aladdin eToken Pro
e Conectati di s pozi tAladdiuelToken Pra lgpportal®$Ba f i ¢
e Ef ect uat startcAlliPodramg eToken, eToken PKI Client s i apoi p
eToken Properties.
e 1In fereastra eToken PKI Client Properties e f ect uat i c IChaoge p e
eToken Password.

= eToken PKI Client Properties
eToken
2 O i ?
\;"’ et % Rename eToken
%@ Change eToken Password
\/ o Unlock eToken
9 Clear eToken
o ‘iiew eToken Info
\/ Disconnect eToken Yirtual
Aladdin
o In fereastra Change Passwordi nt r oducet i p a zitivdlua(ceacdinr e n't 3
scrisoar ea primit a d e nurhita Codale RIN &feréiN , di
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dispozitivului dumneavoastra criptografic), in campul Current eToken Password

I Soseaua Oltenitei Nr. 107A Tel.: (40) 21 311 99 04

certSIGN.

Siapoi i nt rodocat jpcaer ot @Aebui e sa Tntruneasc
complexe( mi ni m 6 caractere, l i t er e ma)ini S i
campul New eToken Password. Tn campul Confirm New eToken Password

introduceti din gsbuapoerastacn®w&fi palrobth

= Change Password: certSIGN @

Change Password eTOi( e n
Current eToken Password: ij‘ essscee

New eToken Password: % eescccee

Confirm New eToken Password: Wl (T TTTTTT ] 100%

Q
u Passwvord must meet token defined complexity requirements.

Current Language: EN

\ oK | Cancel

ATENTIE!
Dispozitivul criptografic dispune de un mecanism de autoblocare in cazul introducerii
succesive a 15 coduri PIN-uri gr esi t e. Dupa bl ocar e(heile nf or
criptografice) nu mai pot fi utilizate. Di

drept  ur ma r dle blocatk sont irecaperabile.

~

e In fereastra urmatoalOKe efectwuati <click

= Change Password @

Password changed successfully

S
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3.2.Schimbarea codului PIN pentru dispozitivul criptografic SafeNet iKey 2032

J

certSIGN.
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e Conectati

di s p BateNetiKey2032 lamortul UsB.ogr af i ¢

e Efectuat i

c Starrt,cAkl Prpgeams, SafeNet, Borderless Security PKsi  ap o P

SafeNet CHIP Utilities.
e In fereastra CIP Utilities,

pe butonul Change PIN, intocmai ca in imaginea de mai jos.

ef ectdweaptgpeslotu li cakct eV egit uap o

C

[@® CIP Utilities  SafeNet, Inc.
File Yiew Options Help
5K 2
& Slot 10 - &S ifdh 0 (Mot Logged In) Reader: Rainbow PCSC
& slot 11 - AKS ifdh 1 (Not Logged In) {Rainbow Technologies
] B slot IZ—AKSVRU(NotLoggedI) iKeyVirtualReader 0)
=- B L R e :
sl cert _Login... 4825hE y
%, ko IECETIN -5, | Status: Not Logged In
= slot 14+ Change Label ... {Mot Lc
=) slot 15! Change Inactivity Timer ... (Mot L¢
= slot 16+ Initialize Token ... (NotLc| Token Overview
TestToken... | | m;eeem—
Import PKCS#12 File ... Serial Number: 90227800
Library Version Label: 90227800
Import Certificate from System ... vendor: *Rainbow
Display » Tech
Manufacture Date: 04/19%/2006
Free Memory: 29712
< >
Login Status: User Mot Logged In NUM
e |In fereastra Change PIN i nt r oduceti parol a culment a

scrisoar ea mi t a de |

proi
dispozitivului dumneavoastri criptografic), in campul OId PIN s i

a Codale RIN afkréniN |

di

i ntroducel

parol a,
I i

ce

tere mari

Reenter New PINi nt r oducet i

caebai eesiantfielte umnei

si |

tere

par ol e
mi c iNew PEN. Incampuls i ¢ a

din mBou apowe axetfeecn wa

butonul OK.
Change PIN @
90227800

0ld PIN lxxxx

New PIN i xxxxxx

Reenter New PIN I xxxxxx

oK LCancel
certSIGN 20 Operator de date cu caracter personal
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ATENTIE!

Dispozitivul criptografic dispune de un mecanism de autoblocare in cazul introducerii

succesive a 10 coduri PIN-u r i gresite. Dupa bl ocar e, I nf
criptografice) nu mai pot fi utilizate. Dispozitivul nu dispune de un mecanism de debloca r e s i
drept urmare informatiile blocate sunt ire
3.3.Schimbarea codului PIN pentru dispozitivul criptografic Oberthur

e Conectati dispozitivul criptografic Obel

e Accesat.i aeotlCi Mamagen dan: Skart t->h Programs -> AuthentIC

Webpack v4 -> AuthentlC Manager.
e In fereastra care se deschide introduce

butonul Log In.

ic AuthentIC Manager [z]

Information Passphrase]

Enter Passphrase
To use your keys, you must log into the smart card

with your passphrase. Ensure that you type it
correctly; otherwise, your smart card may be locked.

Enter your passphrase:

(

Oheithar

e Daca in fereastra de mai sus, nu apare campul pentru introducerea PIN-ului, este
posibil ca serviciul smart card pe sistemul dumneavoastrad e oper are sa nu
Pentruaporniser vi ci ul smarlat upawdi vder mgamj os
o Click dreapta pe My Computer, click pe Manage, click pe Services and
Applications, click pe Services s iin aceastac ons ol acadentiefr v
smart card, care trebuie saa i $tadus started si startup type automatic.

certSIGN Operator de date cu caracter personal
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[ & Computer Management (Local

4 |} System Tools
b (@ Task Scheduler
» @ Event Viewer
b Gl Shared Folders
» @ Local Users and Groups
» @) Performance
2 Device Manager
4 3 Storage
{29 Disk Management
4 F Services and Applications
% Services
& WMI Control

L

Smart Card

Stop the service
Restart the service

Description:
Manages access to smart cards read
by this computer. If this service is
stopped, this computer will be unable
to read smart cards. If this service is
disabled, any services that explicitly
depend on it willfail to start.

Name

£ SafeNet Log Service
; SafeNet Token Ser...
;, SafeNet Virtual Ch...
econdary Logon
£ Secure Socket Tun...

ecurity Accounts...
; Security Center

Soseaua Oltenitei Nr. 107A
Cladirea C1, parter

Sector 4, CP 041303
Bucuresti, Romania

150 9001 REGISTERED C.

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
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2}, System Event Noti...
% System Update
ablet PC Input Se...
4 Task Scheduler

; Telephony

hread Ordering S...
 TPM Base Services

 VMware USB Arbit.
‘odafone Mobil
‘ Volume Shadow C...
/ebClient

£5 Windows Activati...
£ Windows Audio

£ Windows Audio ...
indows Backup

_ 2 v.,vs” -
- | Seavices =
Description  Status  Startup Type  Log On As - T <
Allowslogg... Started  Automatic  Local Syste...
Token ser Stated  Automatic  Local Syste... | Smart Card -
Requiredfo.. Stated  Automatic  Local Syste.. More Adtions »
Enables star... Manual Local Syste.
Providessu.. Stated  Manual Local Service
Thestartup... Started  Automatic  Local Syste.
The WSCSV... Started  Automatic (D... Local Service
Stated  Automatic  Local Syste...
Started i Local 5
Local Service
Manual Tocal Syste.
Manual Local Service
Started  Automatic (D... NetworkS...
Manual Local Service
Discoversn.. Started  Manual Local Service
Maintains a.. Stated ~ Automatic  Local Syste...
Monitorssy... Stated ~ Automatic  Local Syste...
ThinkVanta.. Started  Automatic (D... Local Syste..
Enables Tab... Manual Local Syste...
Enablesaus.. Stated  Automatic  Local Syste..
. Providessu.. Stated  Automatic  Local Service
Provides Tel... Started  Manual Network ..
Providesus.. Stated  Automatic  Local Syste..
Manual Local Syste.
Stated  Automatic  Local Syste...
Provides or.. Manual Local Service
Enables acc.. Manual Local Service
Allows UPn... Manual Local Service
This service .. Storted  Automatic  Local Syste...
Started  Automatic  Local Syste...
Provides m... Manual Local Syste... =
. VMware Ag.. Manual Local Syste.
. Authorizati... Started  Automatic Local Syste...
DHCP ser Started  Automatic  Local Syste...
. Networkad.. Stated  Automatic  Local Syste..
Started  Automatic  Local Syste.. U
Detects mo... Started Automatic Local Syste...
Manages an. Manual Local Syste...
Enables Win... Manual Local Service
Performs W... Manual Local Syste.
Managesau.. Stated  Automatic  Local Service
Manages au... Started  Automatic  Local Syste..
Provides Wi... Manual Local Syste...
The Windn Started Avtnmatic 1 ncal Sucte 2

£ Windnwe Rinmetri

Extended { Standard /

o Pentru

click pe Properties. Tn tab-ul General,

a porni acest

e f e c t & pebutonukStait, apoi click pe butonul OK.

Smart Card Properties (Local Computer)

General |Log On | Recovery | Dependencies |

Service name:  SCardSvr
Display name: Smart Card
P Manages access to smart cards read by this ‘
Descgtian: computer. If this service is stopped, this computer
Path to executable:

C:\Windows'\system32\svchost.exe k LocalServiceAndNolmpersonation

Startup type: [Auomasc v

Help me configure service startup options.

Service status:  Stopped

] ] Stop i i

[ Start Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Securitatea tranzactiilor tale online.
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e Redeschi de Authentl€ pMamagera dcdesand: Start -> Programs ->
AuthentlC Webpack v4 -> AuthentlC Manager.

e Dupa autentificarea cu suc-<l®asspiraae di spoz
e 1ntab-ul Passphrasei nt roducet i parola curenta a d
primita de | a cert SbdBINPIN aferent dispazitivplwi | nu
dumneavoastra criptografic), in cdmpul Current passphrase s i i ntroducet
par ol a, ce trebuie sa T ntruneasca cerin
|l itere mar.i S i l itere miciNewpassphrase ins i C &

campul Retype new passphrase i nt r oducet i

efectuati cChangek pe

dinoha@au sac ey

but onul

e Fereastra

certSIGN

i© AuthentIC Manager @

Information  Passphrase ] Browser |
' \ Change Passphrase
| Current passphrase

hentic™ [

New passphrase:

]

Retype new passphrase:

]

To change your passphrase, enter your current
passphrase and then choose a new one. Ensure that
you type your current passphrase correctly;
otherwise, it will be locked.

Ohoit

de o0s anuunt a

mai |

Oberthur Technologies

\!) Your passphrase has been successfully changed.

23
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ATENTIE!

Dispozitivul criptografic dispune de un mecanism de autoblocare in cazul introducerii
succesi ve a 15 codur i, PilNf ogrmeasgtiitid.e QI ma
criptografice) nu mai pot fi utilizate. Di

drept urmare informatiile blocate sunt 1ire:

4. Instalarea certificatului in Internet Explorer (optional)

D u p aroducened dispozitivului Tn portul USB certificatul d u mn e a vse ®asimport

automat n sistemul de operare. Browser-ul Internet Explorer utilizeazamo d u | u | cripto
certificatele instalate T n sistem Patati Ve
acest lucru prin parcurgerea pasilor de mai

e Deschi det i I nternet Explorer

e Dinmeniule f ect uaflfoolsgil i a fxterpee@ptions.

e In fereastra care se deschide s e | etab-ul&dnients i a@pect uabuonukc | i ¢k
Certificates.

Internet Options

General | Security F'rivac_l,l| Content |C0nnections Programs | Advanced

Content Advizor

R atings help you control the [ntemet content that can be
@{ wiewed on thiz computer.

Certificates
% Usze certificates to positively identify vourself, certification
g authorities, and publishers.

[ Clear 55L State H Certificates. .. H Publizhers... ]

Perzonal infomnation

n AutoComplete stores previous entries AutoComplete:
and suggests matches for you,

Microsoft_ Prafile Assistant stores pour by Profie...
perzonal information.

[ 0K ][ Cancel ]

e In fereastra n o u desethi sdput ea vl Pemsandl icatidicatul n t a

d u mn e a vinpertst in sisem.
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?IX]

Intended purpose: { <all>

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢

Issued To Issued By

£5 George S, Postelnicu  certSIGH Qualified CA. ..

Expiratio... = Friendly Name

2010 <Mone >

[ Import... ][ Export... ][ Remove ]

Certificate intended purposes

Client Authentication, Smart Card Logon, Secure Email

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

e |l n cazul Tn care certificatul dumneavoa

nu se i mport a ,dauittrodocered tokenrului $ni psrtuleUsB al

cal cul atorul ui, vV a

rugam

s a

ur mat i pasi |

o Apasat. c o mbATRLa$HIFA+ESCGs it aesfteec t u adl i cl i

Processes din fereastra Windows Task Manager.

ol dent i fi c@QGScertsznchrondyersxe kief ect uat i cl i clk
proces, apoi e f eEmd Pwoae$s.i click pe but o
[ 1% Windows Task Manager LEM

File Options View Help

[ jons | Processes |services | Performance | ing | Users |
Image Nam; User Name CPU Memory (... Desa *
NMIndexStoreSvr.exe George ... 00 7,640K Nero
OcsCerts) onizer.exe George ... 00 2,568K  OC
PKIMonitor.exe George ... 00 3,604K PKIM
rundll32.exe George... 00 2,584K  Wind:
sdiagnhost.exe George... 00 15,728K Script
SynTPEnh.exe George... 02 2,604K Syna|
SynTPHelper.exe George ... 00 476K Synal |
SynTPLpr.exe George... 00 708K Toud|
taskeng.exe George... 00 928K Task |E
taskhost.exe George ... 00 1,740K Host
taskhost.exe George ... 00 2,740K Host ||
taskmar.exe George... 00 2,216K Wind
TPONSCR.exe George... 00 724K Onsc
TPOSDSVC.exe George ... 00 1,468K Onsc
< m | »

[] show processes from all users

Processes: 102 CPU Usage: 15%

Physical Memory: 62%

oln fereastra ur mat oabnkProeefsect uati cl i

certSIGN 25
Securitatea tranzactiilor tale online.

Operator de date cu caracter personal
inregistrat sub nr. 3160



Soseaua Oltenitei Nr. 107A Tel.: (40) 21 311 99 04
I Cladirea C1, parter Fax: (40) 21 311 99 05
Sector 4, CP 041303 e-mail: office@certsign.ro
Bucuresti, Romania www.certsign.ro
certSIGN. SIMTEX-OC
IS0 9001 REGISTERED €.1517.1
[ Windows Ta=E Hiaraed =)

Do you want to end ‘OcsCertSynchronizer.exe'?

If an open program is associated with this process, it will close
and you will lose any unsaved data. If you end a system
process, it might result in an unstable system. Are you sure
you want to continue?

o In fereastra Windows Task Manager e f e c¢ tliak petFile, apni pe butonul
New Task (Run...).
o Tn fereastra Create New Task n o u a p & r wdscartsyncardnizdr g { i

apoi efectuatOK. click pe butonul

. .
T Create NewTask e S s, S

u!w Type the name of a program, folder, document, or Internet
' resource, and Windows will open it for you.

Open: I ocscertsynchronizer vI

& This task will be created with administrative privileges.

I 0OK ” Cancel II Browse... ]

O Redeschidet. I nternet Explorer

o Din meniul eToelcstiu aatpnterretlQpeors. p e

oln fereastra car eul@ostendse s cahptod a tesfeekce ¢ t
butonul Certificates.

oln fereastra nou des c hlPeréonalcertificatulp ut e a

dumneavoastra i mportat 1T n sistem.
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5. Instalarea modulului criptografic in Mozilla Firefox (optional)

Spre deosebire de Internet Explorer care ut i | imoeaeaid a | instalat 1T n si

operatiunea de 1 mport a acestuia 1Tn browser
importat manual.

Pentru a importa modulul criptografic in browser-ulMo zi | | a Fi ref ox easte n
pasil or de mai | os:
1. Deschidet i Mozilla Firefox.

2. Di n meni ul p r iTools i>Pptidns -sAdvhneed.tinaferdastra care se
deschi de -d8ecueitg Derides t ab

Opticns
15 s il = ,f\ o
Main Tabs Content  Applications  Privacy  Security — Advanced

General l Network [ Update W

Protecols -

| [¥] UsessL30 [¥] Use TLS1.0

Certificates

When a server requests my personal certificate:

() Select one automatically @

View CErtificate;] [F_{evocation Lists] [ Validation ] [Security Devices

[ oK ][ Cancel ][ Help l

3.1Tn fereastra care se deschi de v eEfie cptuutaetai
click pe butonul Load

certSIGN Operator de date cu caracter personal
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& Device Manager =3 [EoR|FX=)
Security Modules and Devices ‘ Details Value
| aNSS Internal PKCS 211 Module =
Generic Crypto Services =
Software Security Device P
4Builtin Roots Medule —— e
Builtin Object Token [ ko]

[ Unload
Enable EIPS |

1.Tn fereastra care se de3RKGSIBe edietcatuiandu,

butonul Browse s el ect at i fisiere@PKCSAludldamel agc at
C:\WindowsSystem32 i apoi efect OKti click pe butor
& Load PKCS211 Device (o] @ ==

Enter the information for the module you want to add.

Module Name:  eTPKCS11.dll

Module filename:  vs\System32\eTPKCS11.dll

| OK J [ Cancel J

Pentru celelalte tipuri de dispozitive co
fisieruladr ePsKpCuSnlzlat or

Dispozitiv Fisier PKCS11

Aladdin eToken C:\Windows\system32\etpkcs11.dll

SafeNet iKey 2032 C:\Windows\system32\dkck201.dll

Oberthur Cosmo64 C:\Program Files\Oberthur Technologies\AuthentIC
Webpack\DLLs \OCSCryptoki.dll

2.1 n fereastra care se deoKopehtiuadamnfired iestaldrea a t i

modulului criptografic.

Confirm @

0 Are you sure you want to install this security module?
Module Name: eTPKCS11
Path: C:\Windows\System32\eTPKCS11.dll

15 0K t ‘ Cancel
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certSIGN.

33.1n fereastra care shatond®K chi de

Alert (=)

] A new security module has been installed
LA

6. Instalarea certificatului in Mozilla Firefox (optional)

Tel.: (40) 21 311 99 04
Fax: (40) 21 311 99 05
e-mail: office@certsign.ro
www.certsign.ro

efectuati c

Dupa instalarea modul ui criptografic T n Mozi

n store-ul Your Certificateslin Mozilla Firefox.

Puteti verifi@rmncacgsted ugadsi lpon nde mai | os:

1. De s c hMotzlk Eirefox.

2. Din meniul p r Toolg-> Optibns -3 Advancedsaid fi e c tlickgpe |

butonul View Certificates

~ Certificates
When a server requests my personal certificate:

) Select one autematically @ Ask me every time

%ViewCertificategi [Bevocation Lists] [Malidation ] [SecurityDevices

Opticns @
. f | = = ((30:\ N o=
Main Tabs Content  Applications  Privacy  Security = Advanced
General ] Network] Update | Encryption
Protocols -
‘ [¥] UseSSL 3.0 [¥] Use TLS 1.0

[ ok | [ concel ][ Hep

)

3.1n fereastra care sel dedsecpiodeéetiivnulrwiduce

efectuati cKick pe butonul

certSIGN 29
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 Password Required =

0; Please enter the master password for the eToken.
'

E OK i [ Cancel ]

4. Tn fereastra care se dewu¥ohriCdreficatesettificatup ut e a

dvs. importat in Mozilla Firefox.

. 0 Certificate Manager :
Your Certificates | Peoplel Servers l Authoritiesl Others|
You have certificates from these organizations that identify you:
Certificate Name Security Device Serial Number Expires On 23
4 certSIGN
Postelnicu George eToken 20:06:05:16:70:04:01:0... 6/16/2009
View... ‘ Backup... Backup All... ] [ Import... Delete..,

Atentiel Nu st erget. certi fi cuhYourlCertdiaatesdire a v 0 ¢
Mozilla Firefox.

Atentie! Pr i n stergerea cert i f rukcYaur Gdrtificatesd u mr
din Mozilla Firefox, vet i sterge si

di spozitivul dumneavoast r emposbilitatqa ecag r a f
generas e mn a&tlwercd ronica si prin urmare Vva

certificat digital.
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7. Instalarea certificatului autorititii certSIGN ROOT CA in Mozilla Firefox
(optional)

Certificatul autoritatii certSIGN ROOT CA trebuie importat manual in browser-ul
Mozilla Firefox numai pentru versiunile mai vechi de 3.6.
Pentru aceasta parcurget.i pasi i de mai | os:
1. De s c hMotzlk Eirefox.
2. Ac c e s aul hitp:/iniwncdetsign.ro/certcrl/root.crt

3.In fereastra care se dbexsud firustdties CA itofidentify c e |
websites, Trust this CA to identify email users, Trust this CA to identify software

devel opers) si apoiOKefectuati <click pe bu
You have been asked to trust a new Certificate Authority {CA).

Do you want ko trust "Certificate Authority (unnamed)” For the following purposes?
Trust this CA to identify web sites.

Trust this CA to identify email users.

Trust this CA ta identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

L OK | [ Cancel
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8. Instalarea lantului de incredere certSIGN (recomandat)

Certificatul d u mn e a vfaca gaterdmtr-un | ant de T ncredere con
certificare certSI GN. Pentru a instala certi
pasii de mai | os:
e Accesat i dd perGDalt ertSIGN unde sunt localizate certificatele:
<CDROM Drive>:\Certificates
e 1In directorul Certificates ef ect uat i d uckriSIGGN Celtifioatks pe

Installer.exe.

e I n fereastra ur mat oa Next letdcreacch Tn emaginea del i ¢ k

mai jos.
certSIGN Certificates Installer - InstallShield Wizard @
Welcome to the InstallShield Wizard for
certSIGN Certificates Installer
The InstallShield® Wizard will install cetSIGN Certificates
Installer on your computer. To continue, click Next.
Cancel I
e Infereastranou aparuta, efeNsttuati <click pe but
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certSIGN Certificates Installer - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

Setup will install centSIGN Certificates Installer in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

[~ Destination Folder ]

C:\Program Files\centSIGN\Certificates Installer Browse...

< Back

Cancel |

e In fereastra ur mat o dnstell Certificatesin System &tgré ¢ &

s iinstall Certificates in User Store s u n t bifate si apoi efe

Next, Tntocmai ca in imaginea de mai jos.

certSIGN Certificates Installer - InstallShield Wizard
Select Features

Select the features setup will install

Select the features you want to install, and deselect the features you do not want to install.

Install Certificates in System Store RoSscrmtions |
Install Certificates in User Stare Installs the centSIGN root CA

and intermediate C&
certificates in the system
stores.

0.00 MB of space required on the C drive
255.83 MB of space available on the C drive

< Back | Next > I Cancel |

e In fereastra urmatoare final Fislt i i nstal

certSIGN
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certSIGN Certificates Installer - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing cettSIGN Certificates Installer on
your computer.

9. Utilizarea certificatului digital (obligatoriu)

Dispozitivul cedumnebavoaebicfesdcatti ameulunsulPlI N c

neautorizat | a informatiile stocate pe dispo
Putet i semna electronic folosind aplicatia Adc
semnatura (un exemplu de astfel de formul ar ¢
contribua b i | i | or de pocfistmnate elestidrckutilizand Adobe Reader versiunea

8.2 recomandata de ANAF
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10. Semnarea documentului de confirmare in vederea depunerii declaratiilor fiscale la

ANAF (obligatoriu)

Daca ati achizitionat KIT-ul de semnitura electronicd pentru depunerea declaratiilor
fiscale pe site-ul ANAF este necesari completarea si semnarea documentului de

confirmare. In acest sens va rugam sa urmati pasii de mai jos:

e Ac c e sliaktul http://www.certsign.ro/certsign/files/confirmare.pdf s i sal vat

documentul de confirmare pe computerul

e Pentru a putea completa si semna el

necesar sa utilizatvempl ucadi ae ilaheh @ d &Rte

Reader 8. 2, ce s e poat e desca

http://static.anaf.ro/static/10/Anaf/depunere declaratii/AdbeRdr820 en US.zip

e Deschideti documentul confirmare. pdf

e Compl et ati doar campurile de de@uwneepr a

de familie al titularului de certificat), prenume (prenumele titularului de certificat,

daca av et mesaworundrodyserambelaliprenume separate de cratima, de

exemplu: George-F1 or i n) , CNP si adresa de mai

digital emis de certSIGN).
e Dupa compl et atokenaul saintredscd iroportul dJ&Btalecomputerului.
e Efectuati click Tn casuta Semnatura Ut

e 1n fereastra Sign Document, sel ect atSign Ak, certificatd enpisupk

numel e dumneavoastra car e cartSEKGN Qulifiedmi t en

CA Class 3, intocmai ca in exemplu din imagineademai j os, apoi

butonul Sign.
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rSign Document

SELY-CM George S. Postelnicu ' @

lCertificateIssuer: certSIGN Qua[ifiedCACIass3] [ Tnfons ]

I Soseaua Oltenitei Nr. 107A Tel.: (40) 21 311 99 04

certSIGN.

Appearance: | Created 2009.05.2¢ v
Digitally signed by George S. Postalnicu

G e Org e S DN: c=RO, I=Bucuresti, o=cenSIGN.
o ou=IIS, title=Secunty Product Engineer,
co=George S. Postelnicu, @
serialNumber=2006051670PSG1.

Postelnigh s __,

Date: 2010.11.02 18:11:20 +02'00°

[ Sign ][ Cancel ]

In fereastr a eutPiMdtokeraurieu ii ndturnondeuacv o ast r & |

semnatura el ectronica.
e Document ul de confirmare semnat edeectr c

mail: confirmare@certsign.ro

e certSIGN va semna electronic acest docu
document ul de confirmare, S i va expedi a
care a fost primit respectivul formular de confirmare.

e Acest document de confirmare primit de la certSIGNt r ebui e T nregi st

dumneavestsulr aANAF, urmand instructiuni.l

http://anaf.mfinante.ro s e ¢ { DeglarsiiElectronice.
e Pentru depunerea declaratiil or ANAx, laruganm

a c e e a s ihttp:4adaf.nefisadte.ros e ¢ t DeglaraibElectronice.
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ATENTIE!
U RETINETI CODUL PIN AL TOKEN-ULUI, Tntrucat I ntroducer
PIN-uri incorecte in cazul dispozitivelor eToken Pro s i Ober t h,uespecttv@a s mo 6 4

10 PIN-uri incorecte in cazul dispozitivului SafeNet iKey 2032, are ca rezultat blocarea
dispozitivului, fapt ce va duce la imposibilitatea de a generas e mn &tlwercad r oni c a
ur mare va fi necesara achizitionarea unui
U NUFORMATATVINITIALIZATId i spozi tivul criptografic
are ca rezultat stergenrteiaf imaatergial ah @i ) ca
va duce |l a imposibilitatea de a genera sSe€
achizitionarea unui nou certificat digita
0 NUSTERGETIOBIECTEDE PETOKEN,T nt ruc 4t aceasta oper
s tgerea certificatului sau a cheilor de pe token, fapt ce va duce la imposibilitatea de a
genera s e mn ad luecat r oni ca si prin urmare va fi

certificat digital.
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11. Definitii si acronime

V Dispozitiv criptografic - esteundispoz i t i v cu o structura spec

al gor it mi criptografici (simetrici S i a .
operatiilor criptografice. Acesta poate f
criptografic carepermitegener ar ea de chei si 1 mpl ement a
V Chei-Ocheieest e o bucata de informatie care

criptografic. Ele sunt private sau publice. Scopul cheii private este decriptarea sau

crearea de exdmmatiwcraa pentru uzul excl usi v
reprezinta -acparebkeeéeddi obhei care este cu
schi mb, cheia publica poate fi cunoscut a
verificareasemn at ur i i sau de criptare a mesajelo

V Driver -Un driver este un software <care per

~

el ement hardware sau cu un dispozitiv 1Tn

V Cod PIN-Este o parol a f or maré¢ @itereddifra, semma de mul t
punctuati e, caractere speciale) cunoscut :
certificatul digital S i c ar al USRpe fare ¢ste s e St
stocat respectivul certificat. Codul PIN se deosebes t epardl@&de administrare (sau de

management)a certi ficatului, care se utilizeaz
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V Calea de certificare —est e cal ea ordonata a certific

considerat punct deincredere(ales de veri ficator) pana | a c

V Autoritatea de certificare-r epr ezi nta un sistem compl ex

softwar e, har dwar e, precum Si proceduri S
a asigura a@mnmisterusmmaas in cele mai bune col
digitale.

V Lantul de incredere -0 secventa ordonata de <certifi

asigura autenticitatea certificatului ant
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