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The Paperless webSIGN signing platform - websign.ro offers the possibility to purchase:
» a qualified digital certificate for remote signing,
> rekey of the qualified digital certificate for remote signing (i.e. to request the issuance of a new digital
certificate for remote signing based on the existing valid qualified digital certificate)

> reissue of the qualified digital certificate for remote signing.

The packages available to certSIGN customers are as follows:
Paperless 1 — Qualified electronic signature with qualified certificate valid for 1 year
- Qualified digital certificate —1 year validity
- Access to the Paperless webSIGN signing platform

- 200 transactions (electronic signatures and timestamps)

Paperless 2 — Qualified electronic signature with qualified certificate valid for 2 years
- Qualified digital certificate - valid for 2 years
- Access to the Paperless webSIGN signing platform

- 400 transactions (electronic signatures and timestamps)

Paperless 3 — Qualified electronic signature with qualified certificate valid for 3 years
- Qualified digital certificate — valid for 3 years
- Access to the Paperless webSIGN signing platform

- 600 transactions (electronic signatures and timestamps)
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1. Qualified digital certificate for remote signing

To purchase a new certificate, the user (new customer or customer who wants another account) must follow the
steps below:
» Enrol user;

Create an account by setting a username and password;
Select the package you want, enter your data and pay online;

Video identification of the future account holder and remote qualified digital certificate;

Set up the authorisation solution;

YV V V VY

Issuing the remote qualified digital certificate.
1.1. Enrol user

To enrol the user and issue a qualified digital certificate for remote signing, go to the platform https://websign.ro.

Press the Register button.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

J By [l certsiGn

Fill in the requested data (name, surname, e-mail, phone), tick that you agree to the privacy policy data processing

and press the Register button.

LESS H certsiGn m o 1l
Welcome,

Now you can start creating the account for which the
digital certificate will be issued.

First name
Last name

Email

- 0712 034 567

By registering, | confirm to have read and acknowledged the Privacy Policy.
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https://websign.ro/

The invitation to create an account in the Paperless webSIGN signing platform will be sent to the e-mail address

you provided.

LESS certSIGN m == 11
Please check your e-mail!

We have sent you an email invitation to create and account in the signing app.

1.2. Create / activate your Paperless webSIGN account

Open the Paperless webSIGN: Invitation to create/activate account received via e-mail. To set up your Paperless

account, follow this link in the email. We recommend using the Google Chrome browser.

P paperless@certsign.ro

Paperless webSIGN: Invitation to create/ activate account
To

certSIGN

Dear

We invite you to create an account in the Paperless webSIGN signing application in
order to issue and use a digital certificate.

Access and set up your Paperless webSIGN account using this link .

In the account setup procedure, you are asked to:
« Confirm your personal data and telephone number and
* Set up your access password

We recommend using Google Chrome to access and use the application.

You can use the application according to The Terms of Use of paperLESS webSIGN
and by following the instructions in the application User Guide.

To be able to sign pdf, doc, docx, xls, xlsx files locally, download the virtual token app,
paperLESS vToken, available for Windows 8.1 and higher & MacOS Catalina and
higher. You can use the application according to the specific terms of use — here for
Windows si here for MacOS.

Note: Details on the processing of personal data and the rights you have under the
legisiation in force can be found in the Information note on the processing of personal
data by certSIGN.

If you have not made this re
If vrvr alreadyv b S BeO
If you already have an accou

est, please ignore this message.

GN, you will be redirected to

the login page.

Any questions?
Contact us using this form.

Thank you,
certSIGN team
This is an automated email Please do not reply
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https://auth.websign.certsign.ro/WSN.AuthorizationService_01/account/login

The page displayed contains the data you previously filled in. Select the country and enter your phone number
again, then press Validate phone number. On this number you will receive a SMS form a short number with the
label certSIGN.

Attention! Please check that you have permission to receive SMS from short numbers.

If you want to change the phone number associated with your account, select Change phone number

and follow the steps from there.

LESS A certSIGN. m s 11

Paperless webSIGN - create account

To create your account, please verify the data below and fill in your phone number.

Full name:
Email:

Phone number:
Update phone number

Re-enter your phone number

- 0712034 567

Validate phone number

Enter the SMS code in the time displayed on the screen. If you fail to enter the code in time (a code is valid for

10 minutes), the Resend code button will appear, so you can request another SMS code for validation, but not

before 30 minutes.

LESS EA certSIGN == 1

The code will expire in: 06:23
Resend Code

Enter the code received on SMS.

Validate code

Set a complex password for the account you have created, then press the Register button.

Register user

Username {(Email)

Password

LIZITTTT L)

Confirm password

LIZITTTT L)
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The account login page is displayed. Enter your username (e-mail) and password, then press Sign in.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Usernama (Email)

Password

Remember ma Forgot your password?

\_/’ By A certsiGN

On the next page, you will see a message informing you that you need to set up two-factor authentication (2FA).

Two-factor authentication (2FA) adds an extra layer of protection when logging into your account because, in
addition to your password, you are also required to enter a code generated on your mobile phone by one of the
recommended authorization apps: Google Authenticator or Microsoft Authenticator, which you must pair with your

cloud account.

If you want to set it up, press the Continue button and follow the instructions displayed. Once set up, you will log
in to your account using two-factor authentication (2FA): your account password and the code generated by the

authorization app on your phone.

If you do not want to set it up, choose one of the reminder options: on a date of your choice, at the next login, or
never. Whichever option you choose, 2FA must be set up by December 31, 2026, at the latest, when it becomes

mandatory.
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webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA" to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:

03/21/2026

Remind me at next login

Don't remind me again

e Setting up your account for 2FA authentication

1. After clicking the Continue button, an information page will open, and an authorization code will be sent via SMS
to the phone number used for registration in order to continue the procedure. Install one of the Google
Authenticator or Microsoft Authenticator authorization apps on your phone, as described in the information in
the WHAT? section. Scroll down to the bottom of the web page and, in the Authorization Code field in the HOW?
section, enter the authorization code you received via text message when you accessed the link within

10 minutes.
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LESS A certsiGN m o Il

=

AUTHORIZATION MECHANISM CONFIGURATION LEss

In order to use the products from the certSIGN paperLESS suite, you must install an Authenticator application. This application

generates random unique codes that you will use when remotely signing a document.

You can choose from the following Authenticator applications, synchronized with certSIGN paperLESS products:

* 2

Google Authenticator Microsoft Authenticator

» Google Play & App Store ® Google Play & App Store

Important! It is not necessary to have a Google/Microsoft account in order to operate them!

1. Download and install one of the two apps on your mobile smartphone device (Android or i0S).

2. Enter the code received by SMS in the page displayed.

3. Confirm that you have installed the authentication app by checking */ confirm that I have installed an authentication app..." on this page
(see below)

4. Press "Next".

5. Scan the QR code (Scan on Device) or enter the serial number displayed in the installed Authenticator app to link it to the paperLESS app.
6. Open the paperLESS remote signing app and, upon signing, enter the unique 6-digit code displayed in the installed Authenticator app.

COde

D I confirm | have a TOTP Application.

2. If you did not manage to enter the code within the allotted 10 minutes allocated, at the end of the 10 minutes,
the timer next to the Authorization Code field will stop. Press the Resend Code button to receive another code

via SMS, but not before 30 minutes.

|:| | confirm | have a TOTP Application.

3. To complete the authorization setup, check the box to confirm the installation of the Authenticator app and click

Continue (steps 3-4 in the HOW? section). The page with the QR code will be displayed.

4. To pair the authorization solution on your phone with your Paperless webSIGN account on the Paperless webSIGN
signing platform, you must copy or scan the QR code displayed (step 5 in the HOW? section), depending on the

device you used to follow the configuration steps:
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—if you have the QR code displayed on a device (computer, laptop, tablet, or other phone) other than the one on
which you installed the authorization app, open the Authenticator app installed on your phone and scan the

QR code as in ©;

— if you have the QR code displayed on the phone on which you installed the authorization app, press the Save to

AUTHORIZATION MECHANISM CONFIGURATION LESs

device button @ and the QR code will be saved.

Scan the QR code with the authentication app you chose to use

If you can't scan the QR, enter this code in the authentication app:

Y @

Enter the code generated by the authenticator app

o | )

5. After scanning/saving the QR code, the Authenticator app on your phone will generate 6-digit authorization

codes that are valid for 30 seconds. To complete the setup, enter a code generated by the authorization app and

press Send Code. The access authorization window will then appear.

e Setting up your account for authentication without 2FA

After selecting any of the options to postpone setting up two-factor authentication, the access authorization

window will appear.

Regardless of the type of authentication you have chosen, with or without 2FA, the application will ask for your
consent to access protected resources, as shown in the image below. This screen will only be displayed on your first

login. Press the Grant button to be able to use the Paperless webSIGN application.

Authorization for access

Application Paperless webSIGN requires:
* Authentication
s Access 1o basic information in this account's profile

Sign in with another account

Read the GDPR Information Note on the processing of your data. Press the | am aware button to move on.
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Paperless Logout

INFORMATION NOTE

ON THE PROCESSING OF PERSONAL DATA

CERTSIGN S.A. (hereinafter referred 10 a5 “certSIGN"), with the registered office in Bucharest, 2074, Sos. Oftenites, building C1, Tst floor, room 16, S4, registered with the Trade Register
Office under the no. 12006000484402, CUI 1288250, telephone: 0311 011 870, Fax: 021 311 9905, E-mail: office@certsign.o, as Personal Data Controller, processes personal data in order
10 provide trust service under the provisions of (UE) 910/2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC (€lDAS), and the applicable Romanian legislation of standards applicable to trust services, as well as with the provisions of EU Regulation 2016/673 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data ("GDPR") and other provisions of the Union or national law relating to data protection
and remote electronic identification using video means.

Contact information of the certSIGN data protection officer:

o Email: dpd@centsign.o
= Address: 29, Tudor Viadimirescu Bvd., AFl Tech Parc 1 building, 2 floor, Bucharest, sector 5.

Section 1. To whom it is addressed

1. Individuals who want to use or are using the trust services provided by centSIGN, such as the issuance of a digital certificate for electronic signature or web server or for the use of
centSIGN remote signing platforms or services for automatic validation of qualified electronic signatures and seals;

2. Underaged individuals who sign with 3 digital certf documents in relation with their employers or other legal entities, under the conditions provided by
law;

3. Individuals representing legal entities for which certSIGN issues a digital certificate for electronic seal or web server

Section 2. Where do we get the data from

1. directiy from you when you request us to provide a trusted service,

2. from your employer o from the legal entity with whom you wish to sign electronic documents using 3 digital certficate for electronic signature, with your consent and, where
applicable, that of your parent or quardian under the conditions provided by law, and based on appropriate safeguards, in accordance with Article 26 or 28 of the GDPR, as
applicable,

3. from the competent authorities in the regulated fields, in accordance with OUG 14072020 for the establishment of measures concerning the use of documents in electronic form in
the fields of construction, architecture and town planning if you request  digital certificate for electronic signature to be used in these fields.

Section 3. Purpose and grounds for the processing of personal data

The purposes of processing your personal data are:

ctificate and the tokes if the Sicital cortificat o Asxice boken) Wace » S the autormas

Us in case of any Iigation of for consultancy, to the Dailifs for Comractual ComMUMICAtions O ENFOTCEMENt Of any COUTT GECiSIOn, GEDE CONlECTion COMPanies, CONMTaciual parners of
CerSIGN for the canclusion and performance of the contract (such as: lsgal persons to whom powers of delegated registration authority were deleqated, courier companies, providers of
identification services by video means or providers of electronic payment services or of maintenance and support services, affiliates of centSIGN). Also, the data from the ce
disclosed 1o third parties who base their conduct on the certification senvices provided by certSIGN (in relation o which you use the certificate), and if the third parties are public
institutions, other personal data from the identity document may be cisclosed, in addition to those from the certificate, in order to prove the certification according 1o the applicabie legal
provisions.

Section 9. Transfer of data outside the European Union
certSIGN does not transfer your personal data outside the European Union/Eurepean Econamic Area.
Section 10. Rights of Data Subjects

As a data subject, you have the following rights provided by the General Data Pretection Regulation (art. 12 - 22 of GDPR):

& Right to information: the right to be informed abaut the processing operations of your personal data according to Art. 13 and 14 of GOPR;

+ Right of access to data: the right to obtain from the d that the personal d: g you are p d or nat by himyher as well as information on
the processing operations of your data according to art. 15 of GDPR:

« Right to rectification: the right to have your inaccurate dats rectified, a5 well 35 o have your incomplete data completed, 5 per art. 16 0f GDPR;

+ Right to erasure under the conditions laid down in article 17 of GDPR;

+ Right 1o restriction af processing your personal data under the conditions laid down in article 18 of GOPR;

« Right to notification by certSIGN of each recipient ta whom persanal data have been disclosed 2bout any erasure or rectification or restriction of processing carried out in accordance
with art. 16, 17 pars.(1) andl 18 of GDPR, unless this impossil (art. 18 of GDPR).

+ Right to portability of data submitted to us, insofar as the data pracessing operation is based on your consent and has as grounds the agreement concluded with you under article 20

of GDPR.

Right to object on grounds relating lo your particular situation regarding the processing of data carried out in order to pursue the legitimate interests of certSIGN or other third

parties, under art. 21 of GDPR.

+ Right to not be the subject of a decision based solely on automated pracessing,
affects him or her, pursuant to art. 22 of GOPR

uding profiling, which produces legal effects concerning the data subject or similarly significantly

Also, you, as a data subject, have the right to withdraw your consent at any time, insafar as the data processing operation is based on your consent, provided that the lawfulness of
precessing based on your consent before withdraw| is not affected (art. 7 (3) of GDPR].

Also, we bring o your attention that you have the right 1o file a complaint to the National Supervisary Authority for Personal Data Processing ~ ANSPDCP Lo defend the rights guaranteed
by the legislation applicable in the field of personal data protection, which were violated, as well the right to appeal to competent courts,

To exercise the rights provided for in art. 13-22 and art. 7 (3) of GDPR, as presented above, you £an submit 2 written request, dated and signed, to the Department of Personal Data
Protection of certSIGN:

« Email address: dpd@certsignio
* 29A, Tudor Viadimirescu Blvd, AFI Tech Parc 1, 2nd floar, Buchas

, sector 5.

Shauld you subs
by GDPR.

uch request concerning the exercise of your rights under personal data protection legisiatian, you wil receive a response within 30 days, under the conditions provided

1.3. Select the package, enter your data and pay online

Select the desired package for the new certificate:

Paperless

Logout

Choose the package

Remote electronic signature Paperless 1

39EUR (VAT not included)

The payment will be made in RON, using the daily Romanian
National Bank exchange rate.

Remote electronic signature Paperless 1
® Paperless qualified certificate for remate signing,
certificate validity 1 year

® Access to the Paperiess webSIGN signing platform and the
vloken application (virtual token)

® 200 transactions included (electronic signatures and time
stamps)

® Payment will be made in lei, at the NBR exchange rate on
the day of payment.

Remote electronic signature Paperless 2

B9EUR (VAT ot included)

The payment will be made in RON, using the daily Romanian
Natienal Bank exchange rate.

Remote electronic signature Paperless 2
® Paperiess quallfied certficate for remote signing,
certificate validity 2 years

® Access to the Paperiess webSIGN signing platform and the
VTaken application (virtusl token)

® 400 transactions included (electronic signatures and time
stamps)

® Payment will be made in Iei, at the NBR exchange rate on
the day of payment.

Do you have a promotional code? |

Remote electronic signature Paperless 3

TOEUR | (VAT rot included)

The payment will be made in RON, using the daily Romanian
National Bank exchange rate.

Remote electronic signature Paperless 3
® Paperiess qualified certificate for remote signing,
certificate validity 3 years

® Access to the Paperiess webSIGN signing platfom and the
VToken application (virtual token)

® 600 transactions included (slectron
stamps)

ignatures and time

® Payment will be made in le, at the NBR exchange rate on
the day of payment.
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Read the Terms and conditions for remote signing, respectively the General Terms and Conditions applicable to

orders submitted on the Paperless platform, then tick as appropriate:

<]

* | agree with the Terms and conditions for Remote Si

<]

*| agree with the General conditions applicable to online orders for remore signature services

* | confirm | am aware that by commencing the provision of the services, | will lose my right of withdrawal provided by OUG 34/2014 and that the placement of the order involves my obligation to
pay for the services ordered

<]

O | agree to receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be
subscribed to the CERTSIGN newsletter.

The invoice for this purchase will be emitted for:
@ Private entity (O Legal entity

NOTE: After receiving the invoice, the containing information cannot be modified

Country*

Romaniz County* Locality*

County name is required! Locality name is required!
Street* Street number*
Street name is required Street number is required!
Block/Building* Entrance* Apartment* Postal code*
This value is required! This value is required! This value is required! This value is required!

If you want the invoice to be issued in the name of a company, check the appropriate box and fill in the company

details:

<]

*| agree with the Terms and conditions for Remote Signature

<]

* | agree with the General conditions applicable to online orders for remore signature services
* 1 confirm | am aware that by commencing the provision of the services, | will lose my right of withdrawal provided by OUG 34/2014 and that the placement of the order involves my obligation to
pay for the services ordered
[m] 1 agree to receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be
subscribed to the CERTSIGN newsletter.
The invoice for this purchase will be emitted for:
(O Private entity @® Legal entity

NOTE: After receiving the invoice, the centaining information cannot be modified.

Country*
- a ion*
CUI Organization Q Organization Romania

Organization name is reguired

County* Locality* Street*

County name is required! Locality name is required! Street name is required!

Street number* Block/Building* Entrance* Apartment* Postal code*
Street number is required! This value is required! This value is required! This value is required! This value is required!

To start the payment, press the PLACE ORDER AND MAKE PAYMENT:

By clicking the "Place order and make payment” button | agree that certSIGN will start providing the services according to the Conditions applicable to orders and the General
Terms and Conditions for remote signing and to make the payment:

@ PLACE ORDER AND MAKE PAYMENT
CERTSIGN S.A.

Central HQ: Bulevardul Tudor Viadimireseu nr. 28 A, AFl Tech Park 1, Sector 5, Bucuresti, Romdnia [ @ Conditii generale de vanzare online j
Soclal HQ: Sos. Oitenitel nr. 107A,

4, Bucuresti, Romania

Commercial registration number: 2006000484402 ANPG vecrronmearemerns] | SOLUTIONAREA ONLINE |
Fiscal registration number: RO18288250 [ L o Il A ‘

Share capital: 2.130.120,00 le

If you selected the private entity for the invoice, a pop up will appear informing you that the data on the invoice
cannot be changed after issue and asking you to check if you still need the invoice for the legal entity. If you want
the invoice for a legal entity, click the No, | am private entity/Legal entity/Certified private entity/Individual
enterprise. etc. button and enter the data for the legal entity. If you want the invoice for a private entity, press the

Yes, | am a private entity button.
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You chose to issue the invoice for a private entity

In order to issue the invoice for a legal entity, it is necessary to check this specific option and complete the
appropriate information.
After issuing the invoice, the information contained cannot be modified.

Are you sure you want a private entity invoice instead?
No, | represent a legal entity Yes, | am a private entity

You are redirected to the payment window in the Netopia application where you need to enter your e-mail address

to validate your data (phone number is already entered). To continue press the Next/Continua button.

NETOPIA (=

VALIDEAZA DATELE NETOPIA

ntrodu detaliile tale mobilPay”
wallet
NUMAR DE TELEFON ADRESA DE EMAIL
[]iet ]
i

PLATESTE MAI USOR
neaza cu aplicatia

mobilPay Wallet 5/ platest

instant

@) visa w= v e e > B

The amount for the selected package (euro + VAT) will be paid in lei at the NBR exchange rate on the day of payment.

After filling in the required card details, press the Pay button to make the payment.

NETOPIA

%
ceRTsIGNSA NETOPIf
certsign.ro mobilPay

MUMAR CARD m
visa

DATA EXPIRARN owieve

NUME DETINATOR CARD mobilPay Wallet 5

e b B

@ visa =

Once the payment has been made, you will receive a payment confirmation from Netopia on your registered e-mail
address.

NP  NETOPIA Payments <no-reply@netopia-payments.com>

Plata inregistrata - Certsign mobilpay

NETOPIA

PAYMENTS

Hello,

Thank you for the online payment no. 575345, the order placed on
https:/icertsign.ro. This email represents the online payment confirmation processed
by NETOPIA Payments on behalf of CERTSIGN SA..

Online payment details:

C

Once the payment has been confirmed, follow the video identification step on https://websign.ro platform. You

need your ID card in original, a good internet connection and access to a video camera with microphone.
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https://websign.ro/

Paperless

9

Payment verified successfully.

Step 2/3

- @ -

Next step is the identity verification
through video means.

Logout

You will need an identification document and a
video camera with a microphone.

1.4. Video identification of the future account holder and of the remote qualified digital

certificate

After pressing the Continue button (see the previous print screen), you will be redirected to the video identification

platform where you need to select the type of ID you are identifying yourself with, tick the check boxes and press

the red Press here to start button.

certSIGN.

Confirm your identity in
order to obtain the
qualified digital certificate

The necessary conditions for carrying out the video
identification pracess are:

+ valid identty document (dentity card or passport), in original
+ @ device with microphone and camera (smartphene,
Iapiop/desktop)

1zEnn

Support

IMPORTANT! Failure 1o comply with the next conditions will
result in rejection of the identification process!

+ IMPORTANT! Get ready to start and record your video session
1o verify your identity:

a

+ strong intemet connection, recommended browser: Google
Chrome « Maka surs you have a decent outfit

+ Do not use obscene, immoral, vulgar or offensive gestures,

@)

4. Smile or stop smiling at the
camera when the app says so

attitudes o language, or elements of nudity

Pay attention to the messages on the screen and follow them as the app indicates you to:

(@) 0

2. Tilt the document when sothat 3. Enter the code received by SMSin
the edges are visible the appropriate field

(=

1. Show the ID document 1o the
camera

Data required for the identification process

Phone:* E-mail

I agree with the Informs

Unassisted video ic v
1 agree with the pr
Alegeti tipul de dacument folosit: =
00. CI Romania v 1 agree to the taking of phol

ing of the [dentifcatior

Atention!
By pressing the button below, the audio-video recording starts for the
purpose of verifying my identity:

PRESS HERE TO START.

Please note! If you do not receive an SMS during the video identification process or find that the phone number is

incorrect, you can change it. Subsequently, if you wish, the new phone number can be linked to your cloud account

on the https://websign.ro platform.

Once the video identification is completed, the platform displays information on the maximum duration of the

identity verification process:
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https://websign.ro/

Step 3/3

Identification pending

9

Your session is being verified, which can take up to 24 hours. There is no need to keep your browser
window open as you will be informed by e-mail of the acceptance or rejection of the video identification
you have made.

0Once the video identification is accepted, you can proceed with signing the documents.

P Continue to the certSIGN website

Once your video identification has been verified, you will receive an e-mail notification of acceptance or rejection

and the reasons for rejection, if applicable.

p paperless@certsign.ro

Video identification ACCEPTED
To

certSIGN

Dear \

Your video identification session has been accepted.

To login to the application, please follow this link.

Thank you,
certSIGN team

This is an automated email. Please do not reply.

By e-mail you will receive confirmation that certSIGN has accepted your order together with the related documents.

O office@certsign.ro

certSIGN - Documente aferente comenzii online

Nota_comanda.pdf . Conditii aplicabile comenzii.pdf .
ok | 396 KB we) 217 KB
Conditii aplicabile magazinului online.pdf Termeni si conditii generale.pdf .
we] 188 KB we | 206 KB
certSIGN.

Dear customer, | L

Thank you for your order. Your order has been registered and has the number
1784863.

The qualified digital certificate can be used in paperLESS webSIGN remote
signing application

To issue the digital certificate you must follow the instructions in the
paperL ESS webSIGN application.

Please find enclosed the documents related to your order: Order, Online
Terms and Conditi of Sale, Conditi I to orders and
General Terms and Conditions for the provision of trust services. It is not
necessary to sign and send the documents to certSIGN

‘We confirm to have taken note of your payment and agreement to start the
provision of services by certSIGN and that you are aware of the fact that you
will lose the right of withdrawal provided by OUG 34/2014 in the cases
provided for in the document Conditions applicable to orders.

Any questions?
Contact us using this form.

Thank you,
censiGN Team
This Is an automated e-mail. Please do not reply.
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1.5. Setting up the Paperless webSIGN authorisation solution for authentication without 2FA

If you have opted for 2FA authentication, proceed to step 1.6, as the authorization mechanism has already been
configured when you created your account.
If you have opted for authentication without 2FA (to do it later), you will receive an invitation to set up the

authorization mechanism by email. Follow the setup steps in the Google Chrome browser.

Paperless: Configurare mecanism de autorizare

certSIGN

Dear

This is an invitation to set up the authorization mechanism for the creation of

electronic signatures using the paperLESS system by certSIGN.

To work, please synchronize the authorization application (installed on your phone)
with your account in the paperLESS system by certSIGN.

To synchronise it, follow this link using Google Chrome.

Any questions?

Contact us using this form.

Thank you,
certSIGN team

To set up the authorization for signing using the Paperless webSIGN service, you must follow these two steps:
- install the authorisation solution on your phone;

— Pair the authorisation solution with your Paperless webSIGN account.

1.5.1. Install the authorisation solution on your phone

You can use one of the Google Authenticator or Microsoft Authenticator applications for authorisation from your
phone. Both can be downloaded from your phone's app store. The app is compatible with Android and iPhone.
1.5.2. Pair the auth solution with your Paperless webSIGN account

After installing the authorization solution, on the e-mail address provided to certSIGN, look for the e-mail from

Paperless: Set up the auth mechanism from paperless@certsign.ro. The e-mail is the invitation to configure the

authorisation mechanism.

In order to authorise the use of Paperless webSIGN please follow the steps below:

1. Click this link and open the hyperlink in Google Chrome. When you click on the link, the authorisation code to
continue the procedure will be sent by SMS to the phone number used for enrolment. Scroll down to the bottom
of the web page and, in the Authorisation Code field in the HOW TO? section, enter the authorisation code

received by SMS, within 10 minutes.
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mailto:paperless@certsign.ro

LESS H certsiGn m == 11

-

AUTHORIZATION MECHANISM CONFIGURATION LEss

In order to use the products from the certSIGN paperLESS suite, you must install an Authenticator application. This application

generates random unique codes that you will use when remotely signing a document.

You can choose from the following Authenticator applications, synchronized with certSIGN paperLESS products:

* a

Google Authenticator Microsoft Authenticator

2] O h 4 - o L
=] 3 i ! et I
» Google Play & App Store » Google Play & App Store

Important! It is not necessary to have a Google/Microsoft account in order to operate them!

=

1. Download and install one of the two apps on your mobile smartphone device (Android or i0S).

2. Enter the code received by SMS in the page displayed.

3. Confirm that you have installed the authentication app by checking "/ confirm that I have installed an authentication app..." on this page
(see below)

4. Press "Next".

5. Scan the QR code (Scan on Device) or enter the serial number displayed in the installed Authenticator app to link it to the paperLESS app.
6. Open the paperLESS remote signing app and, upon signing, enter the unique 6-digit code displayed in the installed Authenticator app

\:| I confirm | have a TOTP Application.

2. If you failed to enter the code within the allotted 10 minutes, at the end of the 10 minutes, the timer next to the
Authorisation Code field stops. Press the Resend code button to receive another code by SMS, but not before

30 minutes.

\:| I confirm | have a TOTP Application.

3. To complete the authorisation setup, tick the Authenticator app installation confirmation check box and press

Continue (steps 3 and 4 in the How to section). The QR code page will be displayed.

4. To pair the authorisation solution on your phone with your account Paperless webSIGN authorisation solution
from the Paperless webSIGN signing platform, you need to copy or scan the QR code displayed (step 5 HOW TO?
section), depending on the device from which you followed the pairing steps:

—if you accessed the pairing link from a device (computer, laptop, tablet or other phone) other than the one on
which you installed the authorisation app, open the Authenticator app installed on your phone and scan the

QR code that appears on the @;
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- if you accessed the pairing link from the phone where you installed the authorisation app, press the Save to

AUTHORIZATION MECHANISM CONFIGURATION LEss

device button @ and the QR will be saved.

Scan the QR code with the authentication app you chose to use

Save to device @

If you can't scan the QR, enter this code in the authentication app:

Enter the code generated by the authenticator app

o | )

5. After scanning/saving the QR code, the Authenticator app on your phone will generate 6-digit authorisation

codes valid for 30 seconds. To complete the pairing, enter a code generated by the authorisation app and press

Send. The message that you have successfully set up the authorisation mechanism will be displayed.
1.6. Issuing the digital certificate in the Paperless webSIGN platform

To issue your digital certificate, go to https://websign.ro using the e-mail address and password you registered

with. Issuing can be done both from a Windows or macOS computer and from an Android or iPhone mobile phone.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account

Register

OI
Esl

Login with E-mail and Password

Usernamae (Email)

Password

Remember me Forgot your password?

J By [ certsiGn
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https://websign.ro/

If you have enabled 2FA authentication, an additional window will appear requesting an authorization code from

the Authenticator app on your phone.

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application

Validate code

Go back

If you haven't activated 2FA authentication but want to do so now, press Set up 2FA.

webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA” to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:

03/21/2026

Remind me at next login

Don't remind me again

A pop-up will appear with a message informing you that you will be logged out and that when you log back in, after
entering your username and password, you will need to enter an authorization code from the Authenticator app

that you have already set up on your phone. Press the Continua/Next button.

Veti fi deconectat!
Pentru reconectare va fi necesar sa folositi parola si al 2-
lea factor (TOTP).

Continua

After entering your account password, you will be prompted to enter the authorization code displayed by the
Authenticator app on your phone.
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Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism

Validate code

Go back

If you haven't set the 2FA and don't want to do so now, choose one of the deferral options.

If, during the video identification stage, you chose to change your phone number for the purpose of receiving the

SMS, you can associate this number with your cloud account on the https://websign.ro platform. If you want to

associate this phone number with your cloud account, press the Confirm button. If you want to keep the number

that is already associated, press the Decline button.

LESS I certSIGN m s I
There is an additional phone number registered with this account. Your current phone number is
Do you want to update your current phone number to ?

Read the terms and conditions specific to the issuance process for the new certificate and, if you agree, click Next

to sign the terms and the certificate will be issued.

B © B &~ O~ Logout

L E S S ’ webSIGN

| acknowledge the ‘General Terms and Conditions’ document available here. By clicking the
button below | agree for a remote signing certificate to be issued on my behalf and to sign
these terms and conditions.

Next

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

Clicking Next opens the authorisation page with a field requiring the authorisation code generated by the

authorisation app on your phone, Microsoft Authenticator or Google Authenticator.

Authorize signing

Please insert the unique 6-digit code displayed in the Authenticator application.

L orization code

Authorization code is required

To configure the Authenti lication follow the steps from the e-mail with the subject ‘Paperless: Configurare

mecanism de autorizare'. If you do not find the e-mail, please contact us through this form to re-send it.

Once the authorisation code has been entered, the qualified certificate will be issued and will be used for signing

during its period of validity.
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https://websign.ro/

Please wait, while we issue your certificate.

Once the certificate has been generated, you will be redirected to the main page of the Paperless webSIGN

platform, where you can upload documents for signing.

LESS websIGN Signing history B © B &~ O~ Logout

+ Upload files... m

Sign documents

X Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.
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2. Rekey — renewal of qualified digital certificates for remote signing

45 days before the expiry date of a valid certificate (or 15 days if the re-key has not been performed), users will
receive an email notification with a link to the Paperless webSIGN platform. This allows them to update their data

in order to renew their certificate. When they access the link, they are redirected to the application's login screen.

O office@certsign.ro

certSIGN - Notificare expirare certificat pentru semnare la distanta

To

Dear CUSTOMEr % s sk sk s sk ok sk ok sk ok ok sk ok |

Your digital certificate with serial number s s s s s s ok koo ok ks seokok ok will expire on dokosdeodeokokdeokokok kol |
In order to issue a new certificate:

1. log in to your account in the websign.ro application and press the "Update now" button,

2. choose the product with the desired validity for the new certificate,

3. read and check the entries displayed on the page,

4. pay the price for the selected product,

5. fill in the data required in the next step, upload a copy of your identity document and send and sign the request for the new
certificate by pressing the "Register" button.

After validating the request, no later than 3 days before the expiration of the current certificate, certSIGN will issue the new certificate,
and you will be notified by e-mail.

IMPORTANT!

The request for the new certificate must be submited no later than 3 days before the expiration date. Delayed submission of the
request does not guarantee the renewal of the certificate.

If the certificate expires, please contact us at the contact details bellow.
For more information, do not hesitate to contact us at office@certsign.ro or call 031 101 18 70.

Best regards,
certSIGN Team

When accessing the link https://websign.ro, the user is redirected to the platform login screen.
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https://websign.ro/

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

J By certSIGN

If you have enabled 2FA authentication, an additional window will appear requesting an authorization code from

the Authenticator app on your phone.

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism
Validate code

Go back

If you haven't set the 2FA authentication but want to do so now, press Set up 2FA.

webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA" to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:
03/21/2026

Remind me at next login

Don't remind me again

A pop-up will appear with a message informing you that you will be logged out and that when you log back in, after
entering your username and password, you will need to enter an authorization code from the Authenticator app

that you have already set up on your phone. Press the Continua/Next button.
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Veti fi deconectat!
Pentru reconectare va fi necesar sa folositi parola si al 2-
lea factor (TOTP).

After logging in with your account password, you will be prompted to enter the authorization code displayed by the

Authenticator app on your phone.

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism

Validate code

Go back

If you haven't set the 2FA and don't want to do so now, choose one of the deferral options.

After logging into the Paperless webSIGN platform, a banner will be displayed at the top of the main screen with
details of the certificate expiry and the period during which rekeying can be performed. Three days (72 hours)
before the certificate expires, the rekey period ends and it will no longer be possible to perform this procedure to

renew the certificate.

Please note! You can complete the certificate renewal procedure up to 3 days (72 hours) before the certificate
expires. If your certificate is due to expire in fewer than 72 hours, a banner will appear after you log in to
the platform informing you that you need to make a new purchase once the current certificate has expired.
This purchase requires payment and video identification of the user. If you have paid for the re-key but

have not completed the process, the amount will be refunded to your account.
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n
I:Es webSIGN Signing history  Certificates 2 @ BB B &~ O Logout

Sign documents

n
[ESS webSIGN Signing history B @ B %~ @~ Logout,

Sigh documents

+ Upload files...

— A Your digital certificate will expire on 21-06-2025. To reemit a new digital certificate, you
must complete the request at least 3 days before the current certificate's expiration date. ginp

To start the certificate renewal process, click Begin process:

n
[ESS webSIGN signing history 2 e B &~ @~ Llogout,

Sign documents

+ Upload files... Next

A Your digital certificate will expire on 21-06-2025. To reemit a new digital certificate, you © ExmnmEEss
must complete the request at least 3 days before the current certificate's expiration date. ginp

Read the GDPR Information Note on the processing of your data. Press the | accept button to agree and move on.

GDPR Agreement
INFORMATION NOTE

ON THE PROCESSING OF PERSONAL DATA

CERTSIGN S.A. (hereinafter referred to as “certSIGN"), with the registered office in Bucharest, 2074, Sos. Oltenitei, building C1, 1st
floor, room 16 , S4, registered with the Trade Register Office under the no. J2006000484402, CUI 18288250, telephone: 0311 011 870,
Fax: 021 311 9905, E-mail: office@certsign.ro, as Personal Data Controller, processes personal data in order to provide trust service
under the provisions of (UE) 910/2014 on electronic identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC (elDAS), and the applicable Romanian legislation of standards applicable to trust services, as well
as with the provisions of EU Regulation 2016/679 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data ("GDPR") and other provisions of the Union or national law relating to data protection and remote
electronic identification using video means.

Contact information of the certSIGN data protection officer:

s Email: dpd@certsign.ro
» Address: 29, Tudor Vladimirescu Bvd., AFI Tech Parc 1 building, 2" floor, Bucharest, sector 5.

Section 1. To whom it is addressed

1. Individuals who want to use or are using the trust services provided by certSIGN, such as the issuance of a digital certificate for
electronic signature or web server or for the use of certSIGN remote signing platforms or services for automatic validation of
qualified electronic signatures and seals;

2. Underaged individuals who electronically sign with a digital certificate electronic documents in relation with their employers or
other legal entities, under the conditions provided by law;

3 Individuals renresentina leaal entities for which certSIGN issues a diaital certificate for electronic seal or web server

certSIGN S.A.

VAT Code: RO18288250, Trade Register: J2006000484402, EUID: ROONRC.J2006000484402, Registered Capital: 2.130.120,00 LEI
Registered Office: 107A Oltenitei Avenue, C1 Building, 15 Floor, Room 16, S4, Bucharest, Romania
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GDPR Agreement

© I AU LI AT I A Y U BT e MG LI, S TR U L IS FUE I S S e A, U

art. 16 of GDPR;
Right to erasure under the conditions laid down in article 17 of GDPR;

Right to restriction of processing your personal data under the conditions laid down in article 18 of GDPR;

Right to notification by certSIGN of each recipient to whom personal data have been disclosed about any erasure or rectification
or restriction of processing carried out in accordance with art. 16, 17 para.(1) and 18 of GDPR, unless this proves impossible or
involves disproportionate effort (art. 19 of GDPR).

Right to portability of data submitted to us, insofar as the data processing operation is based on your consent and has as
grounds the agreement concluded with you under article 20 of GDPR

Right to object on grounds relating to your particular situation regarding the processing of data carried out in order to pursue the
legitimate interests of certSIGN or other third parties, under art. 21 of GDPR.

Right to not be the subject of a decision based solely on automated processing, including profiling, which produces legal effects
concerning the data subject or similarly significantly affects him or her, pursuant to art. 22 of GDPR.

Also, you, as a data subject, have the right to withdraw your consent at any time, insofar as the data processing operation is based on

your consent, provided that the lawfulness of processing based on your consent before withdrawal is not affected (art. 7 (3) of GDPR)

Also, we bring to your attention that you have the right to file a complaint to the National Supervisory Authority for Personal Data
Processing — ANSPDCP to defend the rights guaranteed by the legislation applicable in the field of personal data protection, which
were violated, as well the right to appeal to competent courts

To exercise the rights provided for in art. 13-22 and art. 7 (3) of GDPR, as presented above, you can submit a written request, dated

and signed, to the Department of Personal Data Protection of certSIGN:

« Email address: dpd@certsign.ro
s 29A Tudor Vladimirescu Blvd, AFl Tech Parc 1, 2nd floor, Bucharest, sector 5

Should you submit such request conecerning the exercise of your rights under personal data protection legislation, you will receive a
response within 30 days, under the conditions provided by GDPR

2.1. Select your package and pay online

Select the desired package for the new certificate:

Paperless

Choose the package

Remote electronic signature Paperless 1

39EUR (VAT not included)

The payment will be made in RON, using the daily Romanian
National Bank exchange rate.

Remote electronic signature Paperless 1

® Paperiess qualified certificate for remete signing,
certificate validity 1year

® Access to the Paperiess webSIGN signing platiorm and the
wToken application {virtual token)

@ 200 transactions included (electronic signatures and time
stamps)

® Payment will be made in lei, at the NBR exchange rate on
the day of payment.

Remote electronic signature Paperless 2

BEQEUR (VAT ot included)

The payment will be made in RON, using the daily Romanian
National Bank exchange rate.

Remote electronic signature Paperless 2

® Paperless qualified certificate for remate signing,
certificate validity 2 years

® Access to the Paperess webSIGN signing platform and the
vToken application {virtual token)

® 400 transactions included (electronic signatures and time
stamps)

® Payment will be made in lei, at the NBR exchange rate on
the day of payment.

Do you have a promotional code? v

Remote electronic signature Paperless 3

TFOEUR (VAT not included)

The payment will be made in RON, using the daily Romanian
National Bank exchange rate.

Remote electronic signature Paperless 3

® Paperless qualified certificate for remate signing,
certificate validity 3 years

® Access to the Paperless webSIGN signing platform and the
vToken application {virtual token)

® 600 transactions included (electronic signatures and time
stamps)

® Payment will be made in lei, at the NBR exchange rate on
the day of payment,

Read the Terms and Conditions for Remote Signing and the General Terms and Conditions for orders placed in
the Paperless platform, and check the appropriate boxes:

certSIGN S.A.

VAT Code: RO18288250, Trade Register: J2006000484402, EUID: ROONRC.J2006000484402, Registered Capital: 2.130.120,00 LEI

pay for the services ordered
subscribed to the CERTSIGN newsletter.
The invoice for this purchase will be emitted for:

@ Privateentty (O Legal entity

* | agree with the Terms and conditions for Remote Signature

* | agree with the General conditions applicable to online orders for remore signature services

* I confirm | am aware that by commencing the provision of the services, | will lose my right of withdrawal provided by OUG 34/2014 and that the placement of the order involves my obligation to

D | agree to receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be

NOTE: After receiving the invoice, the containing information cannot be modified

Country* .
RonTania County* Locality*
County name is required! Locality name is required!
Street* Street number*

Street name is required!

Block/Building*

Entrance* Apartment*

Street number is required!

Postal code*

This value is required!

This valug is required! This value is required!

This value is required!

Registered Office: 107A Oltenitei Avenue, C1 Building, 15 Floor, Room 16, S4, Bucharest, Romania
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If you want the invoice to be issued in the name of a company, check the appropriate box and fill in the company

details:

< ]

* | agree with the Terms and conditions for Remote Signature

<]

*1 agree with the General conditions i to online orders for remore signature services

*1 confirm | am aware that by commencing the provision of the services, | will lose my right of withdrawal provided by OUG 34/2014 and that the placement of the order involves my obligation to
pay for the services ordered

< ]

O 1 agree to receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be
subscribed to the CERTSIGN newsletter.

The invoice for this purchase will be emitted for:
Q) Pprivate entity @® Legal entity

NOTE: After receiving the invoice, the containing information cannot be modified.

Country*
CUI Organization* Q Organization*

Romania
Organization name is required
County* Locality* Street*
County name is required! Logality name is required! Street name is required!
Street number* Block/Building* Entrance* Apartment* Postal code*
Street number is required! This value is required! This value is required! This value is required! This value is required!

To start the payment, press the PLACE ORDER AND PAYMENT button:

By clicking the "Place order and make payment” button | agree that certSIGN will start providing the services according to the Conditions applicable to orders and the General
Terms and Conditions for remote signing and to make the payment:

@ PLACE ORDER AND MAKE PAYMENT

CERTSIGN S.A.

Central HQ: Bulevardul Tudor Viadimirescu nr. 29 A, AFl Tech Park 1, Sector 5, Bucuresti, Roménia [ ES) conait generate de vanzare antine j
Social HQ: Sos. Oltenitei nr. 1074, Sector 4, Bucuresti, Romania

Commercial registration number: 2006000484402 ANPC sousmoumer sremar] | SOLUTIONAREA ONLINE
Fiseal registration number: RO18288250 [4 T e [ e ]

Share capital: 2.130.120,00 lei

If you selected the private entity for the invoice, a pop up will appear informing you that the data on the invoice
cannot be changed after issue and asking you to check if you still need the invoice for the legal entity. If you want
the invoice for a legal entity, click the No, | am private entity/Legal entity/Certified private entity/Individual
enterprise. etc. button and enter the data for the legal entity. If you want the invoice for a private entity, press the

Yes, | am a private entity button.

You chose to issue the invoice for a private entity

In order to issue the invoice for a legal entity, it is necessary to check this specific option and complete the
appropriate information.
After issuing the invoice, the information contained cannot be modified.

Are you sure you want a private entity invoice instead?

No, I represent a legal entity Yes, | am a private entity

You are redirected to the payment window in the Netopia application where you need to enter your e-mail address

to validate your data (phone number is already entered). To continue press the Next/Continua button.
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-

VAUDEAZA DATELE NETOPIf
Introdu detaliile tale mnbill-:ay'
wallet

NUMAR DE TELEFON ADRESA DE EMAIL

PLATESTE MAI USOR

Scaneaza cu aplicatia
mobilPay Wallet si platesti

instant!

@D visa =

¢ b 8

The amount for the selected package (euro + VAT) will be paid in lei at the NBR exchange rate on the day of payment.
After filling in the required card details, press the Pay button to make the payment.

-

CERTSIGN 54 NETOPIf
sign.s . mobilPay”

- =

PLATESTE MAI USOR

(=]
v
NUMAR CARD
DATA EXPIRARN cwpeve

neaza cu aplicatia
NUME DETINATOR CARD mnbslPayw?ue.‘ si platest

¢ b 8

Once the payment has been made, you will receive a payment confirmation from Netopia on your registered e-mail
address.

NP NETOPIA Payments <no-reply@netopia-payments.com>
Platd inregistratd - Certsign mobilpay

NETOPIA

PAYMENTS

Hello,

Thank you for the online payment no. 575345, the order placed on
hitps://certsign.ro. This email represents the online payment confirmation processed
by NETOPIA Payments on behalf of CERTSIGN SA..

Online payment details

The payment will also be confirmed in the https://websign.ro platform. Press the Continue button to proceed and
fill in your details.
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https://websign.ro/

Step 2/3

Payment verified successfully.

To continue the rekey process, press the button
below.

2.2. Fill in the details and submit your certificate application
Once the payment has been validated, the data will be filled in in order to send the certificate request. The data in
the 'User information' area are not editable. The data in the 'User ID' area are editable and must be verified.

Only identity documents that are valid on the date of issue of the new certificate are accepted. After

checking/completing the fields and uploading a copy of the identity document, the Register button is enabled.

Paperless e~ & - Back
Please enter the required information.
User information User ID Card
ID Serial*
ID Number*
ID Issuance Date* a
ID Expiration Date* =
ID Issuer*
Romania %
Registe
B ¢ your personal information is no longer up-to-date, please contact us through this form to update it

Pressing the Register button brings up a screen where you can view the Terms and Conditions for remote signing.

Sign the terms by pressing the Continue button.

Paperless

| acknowledge the 'General Terms and Conditions’ document available here. By clicking the button below I agree for a
remote signing certificate to be issued on my behalf and to sign these terms and conditions.
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Pressing the Continue button will open a field requesting an authorisation code generated by the Authenticator
application for applying the signature to the Terms and Conditions document. After entering the code, the data will
be transmitted to certSIGN.

After transmission, a message is displayed confirming that the data has been automatically transmitted to certSIGN

for validation. The user presses OK.

Your request was sent for approval.

The user is redirected to the main application screen and can still use the Paperless webSIGN online platform. The

screen will no longer display the reminder to update the data while it is in the process of being validated by
certSIGN.

Data filled in by the user is validated by certSIGN:

e If the submitted data matches the data in the identity document, the user will be notified by e-mail that their
certificate renewal request has been approved. The certificate will be issued automatically 3 days before the current

certificate expires.

o If the data submitted does NOT correspond to the data in the identity document, the user will be notified by e-
mail that the certificate renewal request has been rejected, and the reason for rejection will be stated. The user
will have to restart the certificate renewal process within 3 days before the expiry of the certificate already held. In
his account in the Paperless webSIGN online platform, after logging in, the user will have a banner with a warning
message displayed at the top of the main screen. The user has to press the Begin process button to resume the

renewal procedure.

LE S S webSIGN Signing history B © B #~ O~ Logout
A The certificate renewal request was rejected with the reason: The uploaded copy of the ID is not clear. Please upload
a clear copy of your ID.. Your digital certificate will expire on 21-06-2025. Please complete the request at least 3 days @ Begin process

before the current certificate's expiration date.

Sign documents

+ Upload files...

The user will be able to see the reason why his previously submitted data was NOT validated. Depending on the

reason, fill in all the data about the current ID correctly, then press the Register button. The process resumes with

the user signing the terms and conditions.
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Paperless 0~ & ~ Bak

Your request for rekey was declined for the following reason: Documentul de identitate nu este lizibil. Va rugam incarcati o copie clara a
documentului dvs de identitate..
Please enter the required information.
User information User ID Card
Fi . ID Serial*
ID Number*
1D Issuance Date®
ol
ID Expiration Date*
o
ID Issuer*
Romania -
Register
n If your personal information is no longer up-to-date, please contact us through this form to update it.

Note:
If a user remains logged in to the platform and their certificate expires in the meantime, the following message will
appear when they attempt to sign: 'Your certificate has expired. Please contact an administrator.' Log in again and

select 'l want a new certificate' (see subchapter 3).

LESS webSIGN B e B #~ @~ Logout,

| acknowledge the ‘General Terms and Conditions' document available here. By clicking the button below | agree
for a remote signing certificate to be issued on my behalf and to sign these terms and conditions.

Next

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

Error

0 Your certificate is expired. Please
contact an administrator.
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3. Re-issuing a qualified digital certificate for remote signing

If your certificate has expired, you can apply for a new certificate. To do this go to https://websign.ro and log in

with your username and password.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account

Register

OI
o

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

./’ By certSIGN

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the Authenticator

app on your phone.

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism
Validate code

Go back

If you haven't set the 2FA authentication but want to do so now, press Set up 2FA.
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https://websign.ro/

webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA" to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:

03/21/2026

Remind me at next login

Don't remind me again

A pop-up message will appear to inform you that you will be logged out. When you log back in, you will need to
enter an authorisation code from the Authenticator app that you have already set up on your phone, after entering

your username and password. Press the 'Continua/Next' button.

Veti fi deconectat!
Pentru reconectare va fi necesar sa folositi parola si al 2-
lea factor (TOTP).

Continua

After logging in with your account password, you will be prompted to enter the authorization code displayed by the

Authenticator app on your phone. .

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism

Validate code

Go back

If you haven't set the 2FA and don't want to do so now, choose one of the deferral options.
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After logging into the Paperless webSIGN platform interface, a message will appear informing you that your

certificate has expired. To issue a new certificate, click the | want a new certificate button.

LESS I certSIGN o= 1l
Your certificate has expired

Press the ‘| want a new certificate” button to quickly purchase a new certificate. Complete the required information, make the payment, and
go through the video identification process.

* Paperless webSIGN

Go back
I k d li
3.1. Select your package and pay online
Paperless 8~ @ -~ Logm
Choose the PaCkagE Do you have a promotional code? o
Remote electronic signature Paperless 1 Remote electronic signature Paperless 2 Remote electronic signature Paperless 3
39EUR (VAT not included) SOEUR | (VAT not included) TOEUR (VAT ot included)
The payment will be made in RON, using the daily Romanian The payment will be made in RON, using the daily Romanian The payment will be made in RON, using the daily Romanian
National Bank exchange rate. National Bank exchange rate.

@ Remote electronic signature Paperless 1 Remote electronic signature Paperless 2 Remote electronic signature Paperiess 3
® Paperiess qualified certificate for remote signing, ® Paperiess qualified certificate for remote signing, ® Paperiess qualified certificate for remote signing,
certificate validity 1 year certificate validity 2 years certificate validity 3 years
® Access to the Paperiess webSIGN signing platform and the ® Access to the Paperless webSIGN signing platiorm and the ® Access o the Paperless webSIGN signing platfor and the
vToken application (virtual token) vToken application (virtuzl token] vToken application (virtual token)
® 200 transactions included (electronic signatures and time ® 400 transactions included (electronic signatures and time ® 600 transactions included (electronic signatures and time
stamps) stamps) stamps)
® Payment will be made in lei, at the NBR exchange rate on ® Payment will be made in 2], at the NBR exchange rate on ® Payment will be made in &), at the NBR exchange rate on
the day of payment. the day of payment. the day of payment.

y

Read the Terms and Conditions for Remote Signing and the General Terms and Conditions for Paperless orders

respectively, then check the appropriate boxes:

* | agree with the Terms and conditions for Remote Signature

* | agree with the General it i to online orders for remore signature services

* | confirm | am aware that by commencing the provisien of the services, | will lose my right of withdrawal provided by QUG 34/2014 and that the placement of the order involves my obligation to
pay for the services ordered.

o I agree 1o receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be

subseribed to the CERTSIGN newsletter.

The invoice for this purchase will be emitted for:

@ Privateentty (O Legal entity

NOTE: After receiving the invoice, the containing informatien cannot be modified

Country*
Romania County* Locality*

County name is required! Locality name is required!
Street* Street number*
Street name is required Street number is required!
Block/Building* Entrance* Apartment* Postal code*
This value is required! This value is required! This value is required! This value is required!

If you want the invoice to be issued in the name of a company, check the appropriate box and fill in the company

details:
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< ]

* | agree with the Terms and conditions for Remote Signature

<]

*1agree with the General iti i 1o online orders for remore signature services

* | confirm | am aware that by commencing the provision of the services, | will lose my right of withdrawal provided by QUG 34,2014 and that the placement of the order involves my obligation to
pay for the services ordered.

<]

D 1 agree to receive promotional materials, marketing communications, commercial offers or any other relevant information on CERTSIGN products and services and | want my e-mail address to be
subscribed to the CERTSIGN newsletter.

The invoice for this purchase will be emitted for.
Q) Private entity @® Legal entity

NOTE: After receiving the invoice, the containing information cannot be modified.

CUI Organization* Q Organization* ;ﬂ;;:;;‘ia
Organization name is required

County* Locality* Street*

County name is required! Locality name is required! Street name is required!

Street number* Block/Building* Entrance* Apartment* Postal code*

Street number is required! This value is required! This value is required! This value is required! This value is required!

To start the payment, press the PLACE ORDER AND PAYMENT button:

By clicking the "Place order and make payment” button | agree that certSIGN will start providing the services according to the Conditions applicable to orders and the General
Terms and Conditians for remote signing and to make the payment:

@ PLACE ORDER AND MAKE PAYMENT

CERTSIGN S.A.
Central HQ: Bul 29 A, AFI Tech Park 1, Sector 5, Bucurest, R @ Conditii generale de vanzare online
Social HQ: Sos. sti, Romania

Commercial registration number: J (G ANPC socumom rrul) SOLUTIONAREA ONLINE |
. [ 2 ooy KlimioiLor
Fiscal registration number: RO18288250 % o

Share capital: 2.130.120,00 lel

If you selected the private entity for the invoice, a pop up will appear informing you that the data on the invoice
cannot be changed after issue and asking you to check if you still need the invoice for the legal entity. If you want
the invoice for a legal entity, click the No, | am private entity/Legal entity/Certified private entity/Individual
enterprise. etc. button and enter the data for the legal entity. If you want the invoice for a private entity, press the

Yes, | am a private entity button.

You chose to issue the invoice for a private entity

In order to issue the invoice for a legal entity, it is necessary to check this specific option and complete the
appropriate information.
After issuing the invoice, the information contained cannot be modified.

Are you sure you want a private entity invoice instead?

No, | represent a legal entity Yes, | am a private entity

You are redirected to the payment window in the Netopia application where you need to enter your e-mail address

to validate your data (phone number is already entered). To continue press the Next/Continua button.

-

VAUDEAZA DATELE NETOPIf
ntrodu detaliile tale mobilPay”

wallet’
NUMAR DE TELEFON ADRESA DE EMAIL

PLATESTE MAI USOR
licatia

A0

moi‘:il‘D‘ay‘ w.ali‘e.;l: platest
@ visa w= . s e ¢ b B8
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The amount for the selected package (euro + VAT) will be paid in lei at the NBR exchange rate on the day of payment.

After filling in the required card details, press the Pay button to make the payment.

NETOPIA =

NETOPIf
mabiay"

vea =]

BLATESTE MAl USOR

A0
-';‘

NUMER CARD

DATA EXPIRARI cvviove
u aplicatia

Scaneaza
mobilPay Wallet si platesti
NUME DETINATOR CARD

i b 2

Plateste 233.80 RON

(46.41 EUR)

@ wisa T

Once the payment has been made, you will receive a payment confirmation from Netopia on your registered e-mail
address.

NP NETOPIA Payments <no-reply@netopia-payments.com>

Plata inregistrata - Certsign mobilpay

NETOPI

PAYMENTS

Hello,

Thank you for the online payment no. 575345, the order placed on
https://certsign.ro. This email represents the online payment confirmation processed
by NETOPIA Payments on behalf of CERTSIGN SA..

Online payment details

Once the payment has been confirmed in the https://websign.ro platform interface, follow the video identification

step. You need your original ID, a good internet connection and access to a video camera with microphone.

Paperless o~ & - ‘Logou
Step 2/3
0 Next step is the identity verification

through video means.
payment verified SUCCESSfU”Y- You will need an identification document and a
video camera with a microphone.

3.2. Video identification

After pressing the Continue button (the one in the screenshot above), you will be redirected to the video

identification platform where you need to select the type of ID you identify yourself with, tick the check boxes on
the right and then press the red Click here to start button.
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https://websign.ro/

certSIGN. zEn

Support

Confirm your identity in
order to obtain the
qualified digital certificate

The necessary conditions for carrying out the video IMPORTANT! Failure 1o comply with the next conditions will
identification process are: result in rejection of the identification process!

« valid identity document (Identity card or passport), in original = IMPORTANT! Get ready to start and record your video session
« @ device with microphone and camera (smartphene, 1o verify your identity:

laptop/desktop) * Make 5urs that there will be 1o other persons present in the
« strong intemet cannection, recommended browser: Google: video session besides you
Chrome = Make sure you have a decent outfit

* Do not use obscens, immoral, vulgar or offansive gesturss,

attitudes or language, or elements of nudity

Pay attention to the messages on the screen and follow them as the app indicates you to:

(23 (@) 0 ©

1. Show the ID document to the. 2. Tilt the document when so that 3. Enter the code received by SMSin 4. Smile or slop smiling at the
camera the edges are visible the appropriate field camera when the app says so

Data required for the identification process

Phone:* E-mail:=
& 1 agree wi r i '
Unsssisied viden i . € | sgree with the Information note on the processing of personal data
g ! e0ree With the processing by certSIGN of iomelric data in accordance
Alegetitipul de dacument folosit with the Information note on the processing of personal data
00 Cl Romania . g |23 othetaking of photos o catures of my ety document and my

facialimage ta verify my identity
I agree to the audio-video recarding of the Identification process

Atention!
By pressing the button below, the audio-video recording starts for the
purpose of verifying my identity:

PRESS HERE TO START.

Please note! If you do not receive an SMS during the video identification process or find that the phone number is
incorrect, you can change it. Subsequently, if you wish, the new phone number can be linked to your cloud account

on the https://websign.ro platform.

Once the video identification is completed, the platform displays information on the maximum duration of the

identity verification process:

Step3/3

Identification pending

9

Your session is being verified, which can take up to 24 hours. There is no need to keep your browser
window open as you will be informed by e-mail of the acceptance or rejection of the video identification
you have made.

Once the video identification is accepted, you can proceed with signing the documents.

P Continue to the certSIGN website

After verification of the video identification process, you will be notified by e-mail of the acceptance or rejection of

the identification process and the reasons for rejection, if applicable.

P paperless@certsign.ro
Video identification ACCEPTED
T

certSIGN

Dear i

Your video identification session has been accepted
To login to the application, please follow this link.

Thank you,
certSIGN team

This is an automated email. Please do not reply.
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https://websign.ro/

Also, by e-mail you will receive confirmation of acceptance by certSIGN of your order together with the related

documents.

O office@certsign.ro

certSIGN - Documente aferente comenzii online
To

Nota_comanda.pdf - Conditii aplicabile comenzii.pdf .
we ] 396 KB we] 217KB
Conditii aplicabile magazinului online.pdf _ Termeni si conditii generale.pdf .
we] 188KB we] 206 KB
certSIGN.

Dear customer, L

Thank you for your order. Your order has been registered and has the number
1784863,

The qualified digital certificate can be used in paperLESS webSIGN remote
signing application

To issue the digital certificate you must follow the instructions in the
paperLESS webSIGN application.

Please find enclosed the documents related to your order: Order, Online
Terms and G of Sale, Conditi o orders and
General Terms and Conditions for the provision of trust services. It is not
necessary to sign and send the documents to certSIGN.

We confirm to have taken note of your payment and agreement to start the
provision of services by certSIGN and that you are aware of the fact that you
will lose the right of withdrawal provided by QUG 34/2014 in the cases
provided for in the document Conditions applicable to orders.

Any questions?
Contact us using this form.

Thank you,
certSIGN Team
This is an automated e-mail. Please do not reply.

3.3. Issuing a digital certificate

To issue the digital certificate, access the platform https://websign.ro with the email and password you use. The

certificate can be issued from a Windows or macOS computer, as well as from an Android or iPhone.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username (Email)
Password
Remember ma Forgot your password?

./’ By certSIGN

If you have set the 2FA authentication, you will be prompted to enter an authorization code from the Authenticator

app on your phone.
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https://websign.ro/

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application

Reset TOTP mechanis

Validate code

If you haven't set the 2FA authentication but want to do so now, press Set up 2FA. .

webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA” to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:

03/21/2026

Remind me at next login

Don't remind me again

A pop-up will appear with a message informing you that you will be logged out and that when you log back in, after
entering your username and password, you will need to enter an authorization code from the Authenticator app
that you have already set up on your phone. Press the Continua/Next button.

Veti fi deconectat!
Pentru reconectare va fi necesar sa folositi parola si al 2-
lea factor (TOTP).

After logging in with your account password, you will be prompted to enter the authorization code displayed by the
Authenticator app on your phone.
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Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application

Reset TOTP mechanism

Validate code

Go back

If you haven't set the 2FA and don't want to do so now, choose one of the deferral options. .

If, during the video identification stage, you chose to change your phone number for the purpose of receiving the

SMS, you can associate this number with your cloud account on the https://websign.ro platform. If you want to

associate this phone number with your cloud account, press the Confirm button. If you want to keep the number

that is already associated, press the Decline button.

LESS I certSIGN m s I
There is an additional phone number registered with this account. Your current phone number is
Do you want to update your current phone number to ?

Read the terms and conditions specific to the issuance process for the new certificate and, if you agree, click

Continue to sign the terms and the certificate will be issued.

Paperless

| acknowledge the ‘General Terms and Conditions' document available here. By clicking the button below | agree for a
remote signing certificate to be issued on my behalf and to sign these terms and conditions.

Pressing the Continue button will open a field asking for an authorisation code generated by the authorisation app
on your phone, Microsoft Authenticator or Google Authenticator. After entering the code, the certificate will be

issued.

Autorizati semnarea

Introduceti codul unic de 6 cifre afisat in aplicatia Authenticator pentru a autoriza semnarea

Codul de autorizare

Codul de autorizare este necesar

Pentru configurarea aplicatiei Authenticator urmati instructiunile din e-mail-ul cu subiectul *Paperless: Configurare
mecanism de autorizare'. in cazul in care nu il mai gisiti, contactati-ne folosind acest formular pentru a va retransmite

instructiunile. ONu mai afisa acest mesaj

Once the authorization code has been entered, the qualified certificate will be issued and can be used for signing

during its period of validity.
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https://websign.ro/

L

Va rugam asteptati. Emitem certificatul dumneavoastra.

After generating the certificate, the main page of the Paperless webSIGN platform will appear, where documents
can be uploaded for signing.

LESS webSIGN Signing history B em & @ Logout

+ Upload files... m

Sign documents

2 Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

4. Change password

4.1. Change account password when login password is known

If you want to change the password of your Paperless webSIGN account, go to https://websign.ro using the email
and password you signed up with.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username {Email)

Password

Remember me Forgot your password?

J By A certsiGN

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the Authenticator

app on your phone.
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https://websign.ro/

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism
Validate code

Go back

Go to the Settings and select Change password.

LESS webSIGN Signing history B © B|#-] @ Logout
Settings

Change Password

Sign documents Change Phone Number

+ Upload files... m Reset TOTP

2 Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

Choose your new password, then press the Change password button.

Change your
password

Username

Current password
LA LLLT ]

Password
ssesesses

Confirm password

"ooucatl Y ‘
Change your password
Go back
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4.2. Recover account password when you don't know your login password

If you have forgotten the password of your Paperless webSIGN account, go to https://websign.ro and click Forgot

your password?

T
Paperless webSIGN

Create new account

OR

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

J 8y [ certSIGN

Enter the email address associated to your Paperless webSIGN platform account and press the Send button.

Fill in the e-mail address to receive a
reset password link

| |
[ = ]

You will receive a password recovery email to the email address associated to your Paperless webSIGN account.

LESS FA certsIGN m o= 11

A reset password link has been sent to: |
You can follow that link and select a new password.

Open your email and follow the Recover password link.

p paperless@certsign.ro

Paperless: Password recovery

To
certSIGN
Hello, Alice-Raluca Petrescu,
You have requested to change the access password within the Paperless system.

Please use the following link to recover your password- Recover Password
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https://websign.ro/

Click Send code to receive a code by SMS to the phone number associated to your Paperless webSIGN account.

Press following button to send authorization

code via SMS

Enter the code received on your phone and press the Validate code button. If you failed to enter the code within

the allotted 10 minutes, near the end of the 10 minutes, the option to request another code is activated. Press the

Resend code button to receive another code by SMS, but only after 30 minutes.

Enter the code received on SMS.

o ok ok ok ok ok

Validate code

The code will expire in: 06:33 Resend Code

Set a new password, then click the Change your password button.

Change your
password

Username

Current password
(ILIT LT}

Password
(LI L]

Confirm password

--ooo-o--l G ‘
Change your password
Go back
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5. Change account phone number

If you want to change the phone number associated to your Paperless webSIGN account, please go to

https://websign.ro using the same email and password you signed up with.

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

J By A certSIGN

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the Authenticator

app on your phone. .

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism
Validate code

Go back

Go to Settings and select Change phone number.

L ESS webslGN Signing history ] 9 @~ Logout,
Settings

hange Password

Sign documents | Change Phone Number

+ Upload files... m Reset TOTP

X Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

Confirm that you have access to the email address associated to the account in the Paperless webSIGN platform.

Press the Send code button to receive the authorisation code by email.
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https://websign.ro/

Paperless 0 -~ @& ~ Back

° Initiate request

e Email confirmation

© CANCEL

o New phone number confirmation

Open the email with the subject: You have received an authorisation code and copy that code.

p paperless@certsign.ro

You received an authorization code
To

certSIGN

Use the following code: 9bcala

Thank you,
certSIGN Team

Enter the authorisation code you received in your email and click Continue. If you failed to enter the code within

the allotted 5 minutes, click Send a new code to receive another one by e-mail, but only after 30 minutes.

Please enter the code received on
Email.

The code is valid for 03:43.

Authorization Code*
*-k****‘

At the bottom of the page you will be informed that your e-mail address has been confirmed.

User email has been confirmed.

Select the country prefix and enter the phone number you want to associate with your Paperless webSIGN account

and press the Send code button.

o Initiate request

o Email confirmation

9 New phone number confirmation

Country* Phone number*

© CANCEL
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Enter the authorisation code received by SMS and click Continue. If you failed to enter the code within the allotted
5 minutes, press the Send a new code button to receive another SMS with an authorisation code, but only after

30 minutes.

Please enter the code received on
Sms.

The code is valid for 03:55.

Authorization Code*
*-k-k**-k‘

A message confirming that the phone number has been updated is displayed. Click OK to close it.

User phone number has been
updated.

You will be redirected to the https://websign.ro platform, where you need to log in with the e-mail address you

registered with and the corresponding password.

On the e-mail address associated to your Paperless webSIGN account, you will receive an e-mail confirming the
phone number change.

p paperless@certsign.ro

Confirmed phone number change

To

certSIGN

Dear ,

We confirm the phone number change from to
for the account with email address
), according to your request.

Thank you,
certSIGN Team
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https://websign.ro/

6. Pair again the phone app with your Paperless webSIGN account

In case the authorisation code is no longer accepted (pairing has been blocked or you have changed your phone)
you can pair again the app on your phone with your Paperless webSIGN account by requesting the reset from the
platform itself.

1. Open Paperless webSIGN in Google Chrome. Go to Settings and select the Reset TOTP option.

LESS webSIGN soning history &l j [#+] @~ Logout

. Change Password

Sign documents Change Phone Number
+ Upload files. Reset TOTP

X Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

2. Press the Reset TOTP mechanism button to open the pairing page.

LESS certSIGN 1 == 11

Reset TOTP mechanism

3. Scroll down to the bottom of the page, enter the code you received by SMS when prompted to reset the TOTP

mechanism, tick that you have the authorisation app installed and press Next.
If you don't have any of the authorisation apps installed on your phone, then install one.
If you already have one installed, delete your previous certSIGN Paperless account.

=

AUTHORIZATION MECHANISM CONFIGURATION LEss

In order to use the products from the certSIGN paperLESS suite, you must install an Authenticator application. This application
generates random unique codes that you will use when remotely signing a document.

You can choose from the following with certSIGN paperLESS products:

Google Authenticator Microsoft Authenticator

O e O

itis not ny ary to have a gl account in order to operate them!

1. Download and install one of the two apps on your mobile smartphone device (Android or i0S)

2. Enter the code received by SMS in the page displayed.

3. Confirm that you have installed the authentication app by checking */ confirm that | have installed an authentication app...” on this page
(see below)

4. Press "Continue”

5. Scan the QR code (Scan on Device) or enter the serial number displayed in the installed Authenticator app 1o link it to the paperLESS app.
6. Open the paperLESS remote signing app and, upon signing, enter the unique 6-digit code displayed in the installed Authenticator app.

Gode n

| confirm | have a TOTP Application
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4. If you failed to enter the code within the allotted 10 minutes, at the end of the 10 minutes, the timer next to the

Authorisation Code field stops. Press the Resend code button to receive another code by SMS, but not before
30 minutes.

[ ] 1 confirm | have a TOTP Application.

5. Scan the QR code with the authorisation app on your phone, then enter one of the authorisation codes displayed

on your phone in the field below the QR code and press Send code.

The mechanism will be paired again and you will be redirected to the signing platform to upload your documents.

AUTHORIZATION MECHANISM CONFIGURATION LEss

Scan the QR code with the authentication app you chose to use

If you can't scan the QR, enter this code in the authentication app:

% %k %k k k k k %k k k k ¥k k k k k k ¥k k k ¥k @

Enter the code generated by the authenticator app

Code | " -  Send
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7. Sign with the qualified digital certificate for remote signing

7.1. Sign using Paperless webSIGN

The Paperless webSIGN platform supports the online signing of non-editable, unlocked and password-free .pdf and
non-.pdf documents on Windows and macOS. .pdf documents will have an internal signature and can be verified
and viewed using the free Adobe Acrobat Reader DC application. Non-.pdf documents will be signed as .p7s and
can be verified and viewed using the clickSIGN application, which is also provided by certSIGN. To sign with the .p7s
extension and .pdf files, click the arrow at the right of the Next button.

=+ Upload files...

Sign p7s

Please note! Smart .pdf documents (such as ANAF forms and declarations) CANNOT be signed in the Paperless
webSIGN platform. They can only be signed locally, on Windows or macOS, using the Adobe Acrobat Reader
DC application, after locally importing the certificate through the virtual token application, Paperless

vToken.

.1. In order to sign using Paperless webSIGN you must be logged in, with the user name and password previously

created, on the Paperless webSIGN webpage from the address provided at the time of purchase:

L ESS ‘ webSIGN
Paperless webSIGN

Create new account
OR

Login with E-mail and Password

Username (Email)

Password

Remember me Forgot your password?

J By I certSIGN

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the Authenticator

app on your phone.

Paperless webSIGN - Two Factor Login

unique 6-digit code displayed i

plication

Validate code
50 back
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2. Upload the files to sign either by clicking the Upload files button or by using the drag &drop option.

websIGN Signing history B © B #- @~ Llogout,

LESS
KT

Sign documents

2. Drop files here...

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

3. Once uploaded, the documents page will be displayed. If you have uploaded a document that you do not want

to sign, press the Remove button. To proceed to the signing stage, press the Next button (to keep the .pdf

documents in the same .pdf format) or click : to sign all the documents as.p7s.

2 © B &~ @~ Logout

L ESS ‘ webSIGN Signing history

Sign documents

Click on the arrow to sign 'p7s’

+ Upload files...
Sign p7s

Name: Exemplu.pdf
Size: 180.2 K

Status: uploaded

Name: Test.pdf
Size: 192.41 K

Status: uploaded

Name: Detalii.png
Size: 65.43 K

Status: uploaded

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

4. To create a visible signature on .pdf documents, select each individual document, draw the signature placeholder,

and press the Next button. If you want an invisible signature, click Next without setting the signature

placeholder.

certSIGN S.A.

VAT Code: RO18288250, Trade Register: J2006000484402, EUID: ROONRC.J2006000484402, Registered Capital: 2.130.120,00 LEI

webSIGN Signing history E @ B %~ @~ Logout

LESS

Place signature in file

1. Select from the list of uploaded documents each file you want to sign for previewing it and choose the electronic signature
position. *

2. Scroll the document and choose where the signature will be placed. With a continuous left-click, make a rectangle in which
the signature will be integrated.

3. Go through steps 1and 2 for each file where you want to define the signature position and then press ‘Continue'.

* If you do not select the signature position, it will not be visible in the file. To view the signature, use the Signatures menu in

o

Next
Exemplu.pdf
FRIPRpp—

Test.pdf oeta Sumnztura

/I:I

signature field

the application with which you open the signed .pdf file.
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5. After uploading the documents, the details of the digital certificate to be used for signing will be displayed. Press

the Next button to continue signing with the presented certificate.

LESS ’ webSIGN sioning history 3 © B &~ O~ Llogout

You will sign using the following digital certificate:

Email:
Serial number:

Issuer: 0ID.2.5.4.97=VATRO-18288250, CN=certSIGN Qualified 2023 RSA CA, O=CERTSIGN SA, C=RO
Subject name:
Validity: May 13, 2025, 7:00:22 PM - May 13, 2026, 7:00:22 PM

Next

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

6. To authorise the signing of documents you need to enter the code displayed by the authorisation extension in

your browser. A code is valid 30 seconds after it appears. Once entered, press the Authorise button.

Note: If you have not configured the authorisation application, please refer to the information in Chapter 1 of
this document. If you have these settings, you can tick the Hide this notification check box so that the next time

you sign, this message will no longer be displayed.

LESS webSIGN i e B &~ O~

Authorize signing

You will sign the following files:

Exemplu.pdf
Test.pdf
Detalii.png

Please insert the unique 6-digit code displayed in the Authenticator application.
JAuthorization code
Authorization code is required

To configure the Authenticator application follow the steps from the e-mail with the subject "Paperless: Configurare

mecanism de autorizare'. If you do not find the e-mail, please contact us through this form to re-send it.

7. After signing, the download page is displayed and the files are automatically downloaded in a zip archive, as
SignedFiles.zip in the Downloads folder. You can also download the files individually by clicking the Download

button below each document.

LESS webSIGN sioning history 2 © B % @- Logout

Download signed documents

The files will be automatically downloaded in 1 seconds. If the download does not start, press the "Download all’ button or
download each file.

Download all & [l Sign again+

Name: Exemplu.pdf Name: Test pdf Name: Detaliipng
Size: 1902 K Size: 192.41K Size: 65.43 K
Status: signed Status: signed Status: signed

Download & Download & Download &

This website uses for its operation only strictly necessary cookies. Details on the use of cookies found in the Cookie Policy.

8. After signing, .pdf documents keep their .pdf extension and are signed inside, while those with a different
extension (non-.pdf) are signed with a .p7s signature.
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G (J > Downloads > SignedFiles
T Sort - = View v ee
Name Date modified Type Size
~ Today
| Detalii.png.p7s 5/14/2025 1:12 PM PKCS #7 Signature 75 KB
[2 Exemplu.pdf 5/14/2025 1:12 PM Adobe Acrobat D... 231 KB
lé Test.pdf 5/14/2025 1:12 PM Adobe Acrobat D... 234 KB

9. If you want to continue signing other documents, go to Sign again.

LESS ‘ webSIGN Signing history

Download signed documents

Download all & [ Sign again +

7.2. Sign documents on a local station

After issuing the digital certificate in the Paperless webSIGN platform, you can sign various types of documents
locally: .pdf (using Adobe Reader), respectively .doc, .docx, .xls, .xIsx (using clickSIGN), on both Windows and macQOS,
using this digital certificate and the virtual token application, Paperless vToken. The application is compatible with
Windows operating systems from 10 upwards and macOS from Catalina upwards.

To install the Paperless vToken app, follow the steps below:

1. Download the Paperless vToken app from one of the following links, depending on your operating system:

https://www.certsign.ro/vToken/vToken-Launcher.exe —for Windows

https://apps.apple.com/ro/app/paperless-vtoken/id6667100978?mt=12 — for macOS

For Windows, after downloading, you need to install the application.
For macOS, the application is downloaded and updated only through the App Store.

2. Open the Paperless vToken app from the shortcut created on the Desktop during installation and click Sign in.

paperLESS vIOKEN = X
| |
| EN - ‘
LESS VvTOKEN
virtual token application for digital certificate
in the cloud

For authentication, use the same credentials
used to access your cloud account from the
paperLESS webSIGN platform.

User manual

3. On the browser page that opens, enter the email associated with your Paperless webSIGN account and press the

Sign in button.
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https://www.certsign.ro/vToken/vToken-Launcher.exe
https://apps.apple.com/ro/app/paperless-vtoken/id6667100978?mt=12

LESS ‘

WebSign

Login with E-mail and Password

Username (Email)

J By certSIGN

4. Enter the password to access your Paperless webSIGN account and press the Sign in button.

If the e-mail address you entered is not the correct one, press the Go back button and repeat the step to enter

the correct e-mail address.

L E S S ‘ webSIGN
Paperless webSIGN

Create new account

Register

OI
kel

Login with E-mail and Password

Password

Remember me Forgot your password?

KI

Go back By certSIGN

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the

Authenticator app on your phone.

Paperless webSIGN - Connexion a deux facteurs

Weuillez saisir le code unigue & & chiffres affiché
dans I'application Authenticator.

Réinitialiser le mécanisme TOTP

Valider le code

Annuler

5. The app will prompt you to give permission to authenticate with the credentials you entered earlier. Press the

Allow button to continue access.
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LESS I certSIGN. m == 1l

The paperLESS vTOKEN application requires
authentication using your credentials

Deny

6 You will receive a notification indicating successful authentication in the Paperless vToken application.

LESS I certSIGN. o= 1

v You have successfully logged in to the paperLESS vTOKEN virtual token application.

Now you can close this page and use your digital certificate, in the cloud, for electronic signature.

7. The app will also open in the System Tray section. Upon opening, the qualified digital certificate for remote
signing will be automatically imported into the operating system's certificate store and can be used to sign .pdf,

.doc, .docx, .xls, .xIsx documents.

@l Paperless vIoken

paperLESS vTOKEN
“ The virtual token was connected

automatically.

8. For signing .pdf, .doc, .docx, .xls, .xIsx documents, use the signing tools integrated in the applications designed

for these types of files, namely:
— Adobe Reader for .pdf fles;

— Word for .doc, .docx files;

— Excel for .xls, .xIsx files.

To authorize signing you need to enter the authorisation code from the previously installed auth application.

paperLESS vTOKEN — X

Enter authorization code:
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8. Use a qualified digital certificate for remote signing to sign in on online

platforms

After issuing the digital certificate in the Paperless webSIGN platform, you can access various web platforms that
require digital certificate authentication on both Windows and macOS using this digital certificate and the virtual
token application, Paperless vToken. The application is compatible with Windows operating systems from 10
upwards and macOS from Catalina upwards.

To install the Paperless vToken app, follow the steps below:

1. Download the Paperless vToken app from one of the following links, depending on your operating system:

https://www.certsign.ro/vToken/vToken-Launcher.exe —for Windows

https://apps.apple.com/ro/app/paperless-vtoken/id6667100978?mt=12 — for macOS

For Windows, after downloading, you need to install the application.
For macOS, the application is downloaded and updated only through the App Store.

2. Open the Paperless vToken app from the shortcut created on the Desktop during installation, then press the Sign

in button.

I paperlESS vTOKEN = X
| 1

| N

LESS VvTOKEN

virtual token application for digital certificate
in the cloud

For authentication, use the same credentials
used to access your cloud account from the
paperLESS webSIGN platform. |
User manual

3. On the browser page that opens, enter the email associated with your Paperless webSIGN account and press the

Sign in button.

L E S S ‘ webSIGN

WebSign

Login with E-mail and Password

Username (Email)

J By certSIGN.

4. Enter the password to access your Paperless webSIGN account and press the Sign in button.

If the e-mail address you entered is not the correct one, press the Go back button and repeat the step to enter

the correct e-mail address.
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https://www.certsign.ro/vToken/vToken-Launcher.exe
https://apps.apple.com/ro/app/paperless-vtoken/id6667100978?mt=12

L ES s ‘ ‘webSIGN
Paperless webSIGN

Create new account

Register

OR

Login with E-mail and Password

Password

Remember me Forgot your password?

KI

Go back By certSIGN.

If you have set the 2FA authentication, you will be prompted to enter an authorisation code from the

Authenticator app on your phone. .

Paperless webSIGN - Connexion a deux facteurs

Weuillez saisir le code unigue & & chiffres affiché
dans I'application Authenticator.

Réinitialiser le mécanisme TOTP

Valider le code

Annuler

If you haven't set the 2FA authentication but want to do so now, press Set up 2FA. .

webSIGN Internal - Two Factor Login

Activate an additional security measure. To protect your user account, use two-factor
authentication (2FA): password + a temporary code automatically generated on your
phone (TOTP code). Once activated, 2FA will be used every time you access your account.
Select "Set up 2FA" to enable two-factor authentication (2FA) now.

The two-factor authentication (2FA) mechanism will become mandatory after 31.12.2026.

Set up 2FA

Remind me on:

03/21/2026

Remind me at next login

Don't remind me again

A pop-up message will appear to inform you that you will be logged out. When you log back in, you will need to
enter an authorisation code from the Authenticator app that you have already set up on your phone, after

entering your username and password. Press the Continua/Next button.
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Veti fi deconectat!
Pentru reconectare va fi necesar sa folositi parola si al 2-
lea factor (TOTP).

Continua

After logging in with your account password, you will be prompted to enter the authorization code displayed by
the Authenticator app on your phone. .

Paperless webSIGN - Two Factor Login

Please insert the unique 6-digit code displayed in
the Authenticator application.

Reset TOTP mechanism

Validate code

Go back

If you haven't set the 2FA and don't want to do so now, choose one of the deferral options. .

5. The app will prompt you to give permission to authenticate with the credentials you entered earlier. Press the

Allow button to continue access.

LESS A certSIGN. m s 11

The paperLESS vTOKEN application requires
authentication using your credentials

Deny

6. You will receive a notification indicating successful authentication in the Paperless vToken application.

LESS A certSIGN m s 1

v You have successfully logged in to the paperLESS vTOKEN virtual token application.

Now you can close this page and use your digital certificate, in the cloud, for electronic signature.
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7. The app will also open in the System Tray section. Upon opening, the qualified digital certificate for remote
signing will be automatically imported into the operating system's certificate store and can be used for

authentication on various web platforms that require a qualified digital certificate.

i Paperless vioken

paperLESS vTOKEN
0 The virtual token was connected

automatically.

8. To authenticate, open the web platform of your choice, select the qualified digital certificate displayed, then

enter the authorisation code (from the authorisation app installed on your phone) to authorise authentication.

paperLESS vTOKEN — X

Enter authorization code:
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