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1. Introduction

1.1. Token Utility (TOKU) application description

Token Utility (TOKU) a cross-platform desktop application (Windows and macOS) for
inventorying and managing private key certificates from the system keystore (Windows
CAPI/CNG, macOS Keychain) and from hardware tokens (PKCS#11).

1.2. Prerequisites

=> Operating system: - minimum Windows 10 or
- minimum MacOS 13.

= To use the Token Utility (TOKU) application, you must preinstall the
SafeNet Authentication Client application.

=> Accepted tokens: SafeNet.

2. Token Utility (TOKU) application

- Clearly displays details:
» CN Subject,
» CN Issuer,
» O Issuer,
> Expiration date

- Allows changing the token’s PIN

- Issues native notifications about:
» Token insertion,
» PIN locking risk
> Certificate expiration (globally configurable and per certificate, with “show-
once per day” and expiration notice period).

2.1. Installing the Token Utility (TOKU) application
Follow the steps below to install the Token Utility (TOKU) application:

v To start the installation, double click the executable certSIGN-Token-Utility-
Setup-[...version no ...].exe
v' Installation preparation will begin:

‘ [@ certSIGN-Token-Utiity-Setup-1.09.exe 08.07.2026 955 AM Application 92,968 KB

CertSIGN Token Utility - InstallShield Wizard

Preparing to Install...

S

Setup is preparing the Instal
quide you through the program s

alt,

Extracting: certSIGN-Token-Utility-Setup.msi

Figure 1. Click on certSIGN Token Utility Setup exe - preparing to install
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v' To continue the installation, click on "Next” button:

T

@ CertSIGN Token Utility - InstallShield Wizard

Welcome to the InstallShield Wizard for
CertSIGN Token Utility

The InstallShield(R) Wizard will install CertSIGN Token Utility
on your computer. To continue, dlick Next.

WARNING: This program is protected by copyright law and
international treaties.

Figure 2. Continue the installation

v' Choose the language for displaying the License and press “"Next” button:

& CertSIGN Token Utility - InstallShield Wizard
Choose License Language

Please select the License language

. © English

(C) Romana

InstallShield "
< Back Cancel

Figure 3. Choose License Language

\

v To continue the installation, in this step you need to review the "Terms and
Conditions"/"End User License Agreement". To confirm your acceptance of its
terms and conditions, check "I accept the agreement"”, followed by clicking on

"Next" button. Optionally, you can print the document by clicking the Print
button:

& CertSIGN Token Utility - InstallShield Wizard
License Agreement

Please read the following license agreement carefully.

e 29A Tudor Vladimirescu Boulevard, AFI Tech Parc 1
building, 2nd floor, Bucharest, Sector 5.
If you submit a request regarding the exercise of your rights
under data protection legislation, you will receive a response
within 30 days, in accordance with the provisions of the GDPR.

* °I accept the terms in the license agreement Print
()1 do not accept the terms in the license agreement

InstallShield ‘
< Back Cancel
J

Figure 4. Read and accept the terms and conditions to continue installation

\
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v

Figure 5. Check/Change the installation folder, create desktop shortcut and continue the installation

Check/change the location for installing the application (by default the preset

location is in Program Files) by pressing the "Change" button.

The checkbox “Create a desktop shortcut” is checked by default. Uncheck this
option if you do not want to create a Token Utility (TOKU) icon on the desktop.

Continue the installation by clicking the "Next" button:

& CertSIGN Token Utility - InstallShield Wizard

Destination Folder

folder.

Click Next to install to this folder, or click Change to install to a different

Install CertSIGN Token Utility to:

&

‘ B Create a desktop shortcut

InstallShield

C:\Program Files\CertSIGN Token Utility\

W e

< Back

Cancel
J

v In the next window, to continue the installation, click "Install";
v' Accept the installation pressing on "Yes" button:

CertSIGN Token Utility - InstallShield Wizard
Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

1f you want to review or change any of your installation settings, dick Back. Click Cancel
to exit the wizard.

InstallShield

¥

< Back

Cancel

User Account Control

5]

Do you want to allow this app to make
changes to your device?

"W | 437565f2.msi

Verified publisher: Certsign SA
File origin: Hard drive on this computer

Show more details

-

Ir
M -

Figure 6. Confirm and continue installation

v' The green progress bar indicates the progress of the installation.
v' Confirm the completion by pressing the "Finish" button.

& CertSIGN Token Utility - InstallShield Wizard

Installing CertSIGN Token Utility

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs CertSIGN Token Utility.
This may take several minutes.

54

Status:
Copying new files

InstallShield

< Back Next >

Cancel

J

@ CertSIGN Token Utility - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed CertSIGN
Token Utility. Click Finish to exit the wizard.

Crm D

Figure 7. Installation progress and completion
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v' If the “Create a desktop shortcut” option was checked during the installation

process (as described above), the Token Utility (TOKU) shortcut will be present
on the desktop.

=1
o
I

CertSIGN
Token Utility

v' Figura 8. View Token Utility desktop shortcut (if the option was checked)

2.2, Token Utility User Manual

v" The user can view the User Manual from the main window, by accessing the link

n n
User Manual".
=
I fi Token Certificates 8 Token Certificates Q l =Fiter~ N Sort
G Local Certificate Store

CN: S 1, SN: Ry , SERIALNUMBER: F*271, C: RO, G: loaizciiciia

€ Ssupport

£33 Settings

certSIGN

Figure 9. Consult the user manual

3. Access the Token Utility (TOKU) application

3.1. Launch the application

=
I’

CertSIGN

v To launch the Token Utility (TOKU) application, double-click the icon IRk
located on your desktop.

v' If you did not opt for a desktop icon, for an easier identification of the Token

’

Utility (TOKU) application, access the search window Q (located on taskbar)
and type "Token Utility":
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>

& @) v vowments  sctings  folders  Phoios B

Best match

Token Utility - certSIGN

Pae e s —ag Ly oma gy Acemmumy nvemgne

o)

Figure 10. Search for the TOKU application

3.2. Close the application

v If the Token Utility (TOKU) application is closed from the icon, the application
will not be completely closed

Token Utility - certSIGN

Figure 11. Close the application

v The application will continue to run in the background:

@) Token Utility - certSIGN - i

Token Utility - certSIGN
The application continues to run in the background

Figure 12. The application runs in the background

v To completely close the application, it is necessary to locate the application in the

taskbar, click on 4 (hidden icons section), then right-click on the application

icon and click the "Exit" option:

Token Utility - certSIGN

s

! 314 PM
= . 11:55 AM v ENG 7 ) @®91%
» @ ENG A Q) @De1% o0 o 05.06.2026

Figure 13. Exit the application

3.3. Disconnected the token

v' If the token is disconnected, a message will be displayed in the Token Certificates
section, informing the user that their token is disconnected.
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7 Token Utility - certSIGN

Glckenceilifcates fi Token Certificates
E Local Certificate Store
& Support
Please connect hardware token to display certificates.
3 Settings
certSIGN

Figure 14. Disconnected Token

v' Also, if the application has been set to notify the user about the hardware token
connection (check the settings here), the user will be notified via a pop-up
message about the token connection/disconnection

]

@ Token Utility - certSIGN %

Token disconnected
certSIGN
SN: AC3B137C4A4C4313

Figure 15. Pop-up message for disconnected token

Even if the user does not have the token connected, the application will notify the
user about certificates that are about to expire, according to the settings in the
"Notifications" section.

4. Token Utility (TOKU) application settings

4.1. Select the application display language

v To select the application display language, go to the Settings section: click on

the arrow 7 next to the Language, and from the dropdown menu select English
or Romanian language:



certSIGN

7 Token Utility - certSIGN

A Token Certificates i Settings

Theme English ‘ «

Romana

G Local Certificate Store

o Launch Token Utility at startup

Token middleware path

)

C:\Windows\System32\eTPKCS11.dll 1

Token Utility
v1.0.9
€ Support
Notifications

certSIGN
0 Allow sending data about the use of Token Utility.

£ i £ cintn b IOM

Figu're 16. Select the app/ice;tion display language

4.2. Select the application display theme
v To select the application display theme, go to the Settings section: click on the

arrow  next to Theme, and from the dropdown menu select the desired mode:
Auto (System), Light or Dark.

7 Token Utility - certSIGN

{3 Token Certificates 3 Settings

Language English

Theme Auto (System) °

Auto (System)

G Local Certificate Store

Light

Launch |
@ Launen|

Token middleware path

l C:\Windows\System32\eTPKCS11.dll 7

Token Utility
v1.0.9
€ Support
Notifications
N R ® -

et o Allow sending data about the use of Token Utility.
Figure 17. Select the application display theme
4.3. Token middleware path settings

v" To allow the Token Utility (TOKU) application to communicate with your hardware
token and access digital certificates, it is necessary to define the path to the
specific software library (PKCS#11 driver) to the device used. The dedicated field
is automatically pre-filled with the default standard location, valid for most

system configurations.
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v' If its driver was installed in a custom directory, in the Settings section, click
Browse:

# Token Utility - certSIGN

i Token Certificates o] Settings

Language English ~
Theme Auto (System)

E Local Certificate Store

Q Launch Token Utility at startup

‘ C:\Windows\System32\eTPKCS11.dIl
» Token Utility
v1.0.9
€ Support
Notifications
A certsicn

@D Ailow sending data about the use of Token Utility.

...................................................

v In the opened window you can manually choose this path, using the navigation
button (Browse) to select the appropriate file.

v' If you encounter device recognition errors, make sure that this path exactly
indicates the official driver provided by certSIGN:

(7] 5

1l
=]
© - M

SecureWork

Taken Utiliy otBR
Assets

File name: PHCS#11 Libraries (*.dll so:* dy

Figure 19. Confirm token middleware path

4.4. Other settings

From the Settings section of the Token Utility (TOKU) application, by sliding the
toggle you can select ® or deselect @ the following options:

= Launch Token Utility on startup -> if this option is checked, the Token
Utility application will open automatically when the operating system
starts;

= Notifications-> if the option is checked, you will receive notifications from
the Token Utility application.
* Below, under “Alert Settings” (Figure 20), additional settings for this type
of notifications are also detailed.

10
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>Notify hardware token connection-> if the option is checked,
you will receive notifications from the Token Utility application,

regarding the hardware token connection.

= Allow sending data about the use of Token Utility-> if the option is
checked, the application sends to certSIGN logs and traces, which will
contribute to the faster detection and resolution of any request received

by the support/assistance department from you.

7 Token Utility - certSIGN

i Token Certificates & Settings

E Local Certificate Store

’ @D Launch Token Utiiity at startup

Token middleware path

[ C:\Windows\System32\eTPKCS11.dll

certSIGN . )
Details about how we process personal data are presented in the Information Notice. B

) Vir j
4
Token Utility
Notifications v1.0.9
T S — »e -
Days before a Certificate expires 60 ~
Notify hardware token connection » a
© Support
.Q Allow sending data about the use of Token Utility.
Switching this off, you no longer allow sending of data to certSIGN.
Warning! The support service we can offer you will be negatively impacted.
9! PP ¥y it} Y imp: certSIGN

Figure 20. Use the toggle to select/deselect options in the Settings menu

= Setting the alerts

» * If the notifications are enabled, the Token Utility application allows
you to select notifications to be made with a specific number of days

before a certificate expires.

From the drop-down menu, choose the number of days: 30, 60, 90

or “Don’t notify”.

7 Token Utility - certSIGN

{1 Token Certificates 3 Settings

&3 Local Certificate Store
Q Launch Token Utility at startup

Token middleware path

{ C:\Windows\System32\eTPKCS11.dll

[a) E\Lﬁtl\rﬂﬁc:at\ons Q o

 Certificates | Token connections

Days before a Certificate expires 20 @

€ Support a0
Notify hardware token connection
. 60
5 Settings
20
Don't notify

certSIGN c Allow sending data about the use of Token Utility.

Token Utility

v1.0.6

G

A centsiGN

11
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Figure 21. Select notifications to be made with a specific number of days before a certificate expires

v' Even if the user's token is not physically connected, the application will notify the
user about certificates that are about to expire, according to the settings in the

"Notifications" section.

5. Certificate management

v' The Token Utility (TOKU) application manages private key certificates from the
system keystore (Windows CAPI/CNG, macOS Keychain), which will be found in
the Local Certificates Store section, and from hardware tokens (PKCS#11),

which will be found in the Token Certificates section.EN

P Token Utility - certSIGN

= Filter 1 Sort

f Token Certificates

E Local Certificate Store

f Token Certificates [Q

B user manual

I = Filter v T Sort

&8 Local Certificate Store I Q arch in Certificate

5.1.

Figure 22. Token Certificates and Local Certification Store sections

Filtering and sorting Token and Local certificates

v' To filter and sort certificates, go to Token Certificates or Local certificates
Store and use the options:

7 Token Utility - certSIGN

| fi Token Certificates ﬂ Token Certificates [Q Search in Certificate
~ Al
» Expires Soon

E@ Local Certificate Store

= Filter v
and for filtering choose from the list: All, Expires soon, Expired

Sort
L 5 to sort certificates in the desired order

B User manual

4

] = Filter v T Sert

¥

ﬁ N: AC3B137C4A4CA313 Expired
certSIGN —

Token Utility - certSIGN

B Token Certficates & Local Certificate Store (Q

User manual

' 2R 4

] =Fiter~ P Sort 7

[@ Local Certificate Store j

~ Al
Expires Soon
, T: ", C:RO Expired 1

SN: R, Gt CN:

Figure 23. Filter and sort the certificates

12
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5.2. Token Certificate monitoring and Token management

5.2.1

Token Certificate Validity

v' The certificates on the token will be displayed in the Token Certificates section;

v Valid certificates will be marked with a check mark

o Expired

, and expired ones will

be marked with the icon

| 0 Token Certificates fi Token Certificates Q = Filter ~ N Sert
& Local Certificate Store
8 corsicn ~
SN o | SERIALNUMBER: o, CN: ,, C: RO O
t a
CN: CERTSIGN SA, O: CERTSIGN SA, C: RO, OID. 7: ROT ) O
{1 a
0 Token Certiicates i Token Certificates Q =Fiter vl Sort
B Local Certificate Store
B conson A
Ch: ), SN: | SERIALNUMBER: L'21, C: RO, G ¢
More details @

Figure 24. View Valid/ Expired certificates on token

5.2.2

Token certificates details

v To view more details of a token certificate, access the Token Certificates section

and next to the desired certificate, select

More details

13
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7 Token Utility - certSIGN

1

E@ Local Certificate Store

1

CN: . SN 1, SERIALNUMBER: | 1,C:RO, G:
ssuer CN: OID.2.5.4.97=VATRO CN=certSIGN Qualified BUE A, O=CERTSIGN SA, C=RO | Issuer Organization:

@ Support

@3 Settings

certSIGN

Figure 25. Select "view more details” for the token certificate

v" You can view the details by navigating between the tabs: General, Details,
Certification Path:

Detais Certfication Path Genesal Certifcaton Path General Detals
Show: | <All> Certilcation path
£ Certibcate Information o] CETISIGN ROOT CA SIGN 2023 RSA
Field Vel (5] certSIGN Qualified
T RS PR R WU 8 » ~
certification authority. 2 7
I Serial number 2 )
| Signature aigorithm e
_|Sgrature hash aigorithm  sha256
| tsswer VRTINS, certSIGN Q...
| vald from Tuesday, January 14, 2025 3:...
_|Vaid to Friday, January 14, 2028 3:.03...
1) drimct Inana Cristna Panesn: Banes
Issved to:
Issued by: certSIGN Qualfied =27 = meny
Valid from 14.01.2025 to 14.01.2028
Certificate status:
Frwsmumm.so«
Instal Certficate. tatement : Copy to Fle.
r
1
oK oK 1 [ o
e -’

Figure 26. View more details for token certificate

5.2.3 Change the token PIN code

e The maximum of number of incorrect PIN entries attempts depend on the token
configuration.

e After the maxium number of incorrect attempts, the token will be locked. To
unlock it, it will be necessary to enter the PUK code.

e Only one attempt to enter the PUK code is allowed by the app in order to give
certSIGN the opportunity to support you to unlock it. After one failed attempt,
please contact the certSIGN support team.

Incorrectly entering the PUK code will lead to the permanent locking of the
token, requiring the purchase of a new token. /

v" To change the token PIN code, click on "Change PIN” button:

14
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B Token Certificates | Q i C es. =Fiter v 1L Sort
G Local Certificate Store

gt »E

SN: | ), G , SERIALNUMBER: [0, CN: C:RO v
’ R 181G ’ o e S— oo s

B cension = ~

CN: € : , SN: ,SER.IALNUMEER.I CiRO, G © soreo

CN=cenSIGN 0 0 | ssu rovzos

Figure 27. Change PIN button

v The application counts the number of remaining attempts to change the PIN
code:

» Token Utility - certSIGN

f User manual

E Local Certificate Store

- £ Change PIN - 3 retries remaining

ﬂ certSIGN Enter your current PIN and choose a new PIN for your
token
CN: S, SN: 0, SERIALNUMBER: c:ro,@ CuTentPiN
Jer CN: OID, 28B-VATR( “N=centSION Qualified -CERTSIGN SA cssesss >
Serial Number
New PIN
esssssse @

Confirm New PIN

I eeesses ® l
€ Support
£ Settings \ !
A certSIGN.

Figure 28. PIN change: counting the number of attempts

v' To change the PIN code, you must enter the current PIN correctly. To set the new
PIN, you must meet the requirements for the password to be 6-16 characters long
and confirm the new PIN.

v' The successful PIN change will be confirmed by a confirmation message "PIN
changed successfully".

15
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SN: AC3B137C4A4C4313
certSIGN

/\ Change PIN - 1 retry remaining

token.

Current PIN

Enter your current PIN and choose a new PIN for your

New PIN

Confirm New PIN

@

Wrong current PIN. 1 attempt left before the
token is locked!

Save

SN: AC3B137C4A4CA4313 ><
certSIGN

=3 Change PIN - 3 retries remaining

Enter your current PIN and choose a new PIN for your
token.

Current PIN

Enter current PIN (6]
New PIN

6-16 characters (6]

Confirm New PIN

Confirm new PIN (6]

w
W
(1]

(%) PIN changed successtully.

=

Figure 29. PIN change: counting the number of attempts and PIN changed successfully

5.2.3.1.

Unlock the locked token - PIN code entered incorrectly

v' In case of incorrect PIN entry: after the maximum incorrect attempts, the token
will be locked. To unlock it, it is necessary to know and enter the PUK code

correctly.

v Only one attempt to enter the PUK code is allowed.

@ Token Ut
fi Token Certificates

fi Token Certificates

& Local Certificate Store

© Support

3 Settings

certSIGN.

certSIGN

» /\ Unlock Token
Ken is locked due to 106 many Incorrect PIN attem
{Admin password) to un se

Tol
Enter your PUK in password ock
new PIN

Enter PUK

New PIN

Confirm New PIN

Figure 30. Locked token - message for unlocking the token with PUK code

16
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5.2.3.2. Unlock the locked token using the PUK code

I Attention!
If you enter the wrong PUK code, please contact the certSIGN

support team to set a new PIN code.

v' After entering the PIN code incorrectly, you have the option to unlock the token by
entering the PUK code - you have one attempt to enter the PUK code.
v' To unlock the token using the PUK code, click the Unlock token button (as seen in
Figure 30, above) and then click Continue:

| ) Token Certificates

& Local Certificate Store

f} Token Certificates

SN: LG

SERIALNUMBER: , CN:

3, C:RO

certSIGN X

mp /A Token locked

ﬁ cf'_'s‘GN et Your token has been locked because the wrong PIN
4 PUK s required to unlock token and set new PIN was entered too many times.
PUK is required for unlocking it

Please note that entering an incorrect PUK will
permanently lock the token, and a new one will
need to be purchased

PUK code or a

Cancel

ad >

Figure 31. Locked Token - click Continue to unlock it with the PUK code

v" To unlock the token using the PUK code, insert the correct PUK code and the new

PIN:

e
fi Token Certificates

B Token Certificates

& Local Certificate Store

@ Support

@ Settings

certSIGN

certSIGN X

SN: BA » /N Unlock Token
0 _cen Token is locked due to 1
A PUK :!H r PUK (Admin f
SN B Enter PUK
®
New PIN
®
Confirm New PIN
@

Figure 32. Insert the PUK code to unlock the token and change the token’s PIN

17
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5.2.3.3. Locked token after entering the incorrect PUK code

v' If the PUK code has been provided incorrectly, the token will be locked, and you

will be instructed to contact the CertSIGN support team:
(=]

| {} Token Certificates B Token Certificates [Q, searchin Certificates =Fiter > Pl Sort 7
& Local Certificate Store
() _centsicn ~
CN: v
<@
CNA
s @
v

@ Support
B Settings
A certsiGN
Figure 33. Locked token after providing an incorrect PUK code
5.3. Monitoring the local certificates

5.3.1 Validity of local certificates

v' Local certificates will be displayed in the Local Certificate Store section
v' Similar to token certificates, valid certificates will be marked with a check mark
Expired
and expired ones will be marked with the icon

7 Token Utility - certSIGN

0 Token Certificates 8 Local Certificate Store [ &), arch in Certificat = Filter v 1 Sort

& Local Certificate Store

SN , Gt , CN: ) BT ,C:RO o Expired

i

CN: sl : , OU: , O: Certsign, L: Bucharest, S: RO, C: RO
CN: sl , OU: Certsign, O: Certsign, L: Bucharest, 5: RO, C: RO

€ support g ON: C U=Certsign, O=Certsign, L=Bucharest, 5=R0, C=R usr Organiza csiom o
erial Number More details

@ Settings

a

a

. i o o N More details B
CN: ¢ ), OU: O: L: Bucharest, S: RO, C: RO @

s @

CN: § O: ., L . S: @, C: §

certSIGN _ o ’ ’ ’ i = More d --‘l,g

Figure 34. View Local Valid/ Expired certificates

18
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5.3.2 Local certificate details

v" Locally installed certificates will be displayed in the Local Certificate Store section
v To view more details for a local certificate, access the Local Certificate Store

More details (B
section and next to the desired certificate, select :

# Token Utility - certSIGN

= B User manual
B Token Certificates & Local Certificate Store [Q searcnincer =REr R
SN: o Expired
* More detail .m
CN: - . . vy
fetails @
CN v
details @
CN: v
€ Support
details @@
@} Settings
CN: 7
A certsicn o ‘.':relj':'u.\a.lﬂ

Figure 35. Select view more details for the local certificate

v" You can view the details by navigating between the tabs: General, Details,
Certification Path:

X Certificate
@ Detais  Cerbfication Path ’ General cnﬁmnmvath General Detals
e | Al Certification path
Ly Certificate Information Ml Toana Popescu/Controller
Feld Value
Windows does not have enough information to verify Tl i
this certificate. =
 Serial number
_ Signature algorithm £ha2S6RSA
~Sgrature hash aigorithm sha256
~ssuer I ]
_vaid from \Wednesday, March 6, 2019 8...
Valid to Thursday, March 6, 2025 8:35...
= et i o
Issued by: Class
Valid from 06.03.2019 to 06.03.2025
Certificate status:
is certificate has expred or & not yet vald.
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Figure 36. View additional details for local certificate

6. Support

v' If you encounter any difficulties while using the Token Utility (TOKU) application,
you can contact the support team.
v In the Support section of the Token Utility (TOKU) application you can access
the following:
» Link to the Token Utility (TOKU) Application User Manual;
>» “Contact” button;
» Assistance and support team phone number;
» Assistance and support team email address;
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» Support ID - you may be asked to provide this identifier in certain specific
support cases.

P Token Utility - certSIGN

B Token Ce

£} Settings

Eg Local Certificate Store

| @ Support

rtificates @ Support

Please check the User manual @ for detailed instructions about the use of Token Utility app.

If you encounter any issue while using Token Utility app, please contact our support team

@ +40311011870

B office@certsign.ro ‘

To offer specific help you may be asked to provide your support ID:

30861533-6ed3-4329-b2d6-aafb332c950f [

certSIGN

Figure 37. Support section
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